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    minato

港 - harbour. Where connections dock and wait to be dispatched.
An independent PostgreSQL client for Erlang.
Status
1.0, which is a promise about the API rather than a claim about mileage: the
surface is settled and a breaking change costs a major version from here.
Codecs, protocol, authentication with channel binding, TLS, connections,
queries, transactions, a pool, LISTEN/NOTIFY, telemetry and logs, over the
socket NIFs or the inet driver, on Linux and on Windows.
Its mileage is one operator and one workload: it runs in production under
asobi's hosted game environments. Nobody else's traffic
has been near it. Read the design guide for the decisions
you would be taking on.
Install
{deps, [{minato, "~> 1.0"}]}.
{ok, _Pid} = minato:start_pool(main, #{
    size => 10,
    connection => #{host => "localhost", user => ~"minato",
                    password => ~"minato", database => ~"minato_test"}
}),

{ok, #{rows := [{42}]}} = minato:query(main, ~"SELECT $1::int4", [42]),

{ok, done} = minato:transaction(main, fun(Conn) ->
    {ok, _Result, Written} = minato_query:query(Conn, ~"INSERT INTO t VALUES ($1)", [1]),
    {ok, done, Written}
end).
Getting started is the ten minute version.
What is different about it
	A slow query costs a query, not a connection. When a statement passes its
deadline minato sends CancelRequest and reads the cancellation through, so
the answer is the server's own 57014 and the connection goes back to the
pool. A read timeout on its own can only end the wait: the server carries on
running the query and the connection is left with an answer coming that nobody
will read.
	A COMMIT the server turns into a ROLLBACK is reported as one.
PostgreSQL answers COMMIT with ROLLBACK when the transaction had already
failed. Nothing was written, and a client that reads only "the COMMIT
completed" reports success for work that was thrown away - which is how a job
queue runs a job twice.
	The SCRAM exchange is bound to the TLS session. SCRAM-SHA-256-PLUS with
tls-server-end-point, on by default under TLS. Without it a man in the middle
holding a certificate you accept can relay the whole exchange and keep the
session, without ever learning the password.
	TLS has no prefer mode. A server that declines is refused, because
declining is the one message an attacker on the connection can always produce.
	A pool opens one connection and grows. min_size is 1, not size: a node
with twenty pools should not want two hundred connections the moment it boots,
and a pool that cannot connect still says so at start up. A checkout against a
pool that holds nothing and cannot connect fails immediately rather than
queueing every caller for the checkout timeout.
	Result sets are framed in bulk. One read with the remainder carried
forward, never a header read then a payload read: 61 reads over 5000 rows
rather than 10,006. See the benchmark.
	The socket NIFs are the default transport, not the inet driver. A round
trip costs about 97 reductions rather than 323, and lending a connection out
of the pool costs a NIF call rather than two port reassignments. At sixty-four
connections that is about a fifth more queries a second for about a sixth less
of the machine; at sixteen it is nothing at all, because the pool is the
ceiling before the client is. transport => inet is one option away. See
the benchmark.

Guides
	Getting started - pool, query, transaction, listen
	Configuration - every option, its default, and why
	Types - what a value comes back as, and what happens to a
type minato has no codec for
	Security - TLS, channel binding, credentials, and what
never reaches a log
	Observability - the events, the logs, and what to
alert on
	Design - the four decisions everything else follows from

Testing
rebar3 eunit needs nothing installed: unit tests and PropEr round trips for
every type in both wire formats, byte for byte tests of every protocol message
against the documented format, framing properties that cut a stream at every
byte and require it back whole, and SCRAM tampering properties stated over every
byte position rather than as a few examples. The protocol round trips do not
compare an encoder against itself: frontend messages are read back by a separate
reader written from the same documentation, and backend messages are built by a
separate writer.
rebar3 ct needs a PostgreSQL:
docker compose -f test/docker-compose.yml up -d
rebar3 ct
docker compose -f test/docker-compose.yml down -v
	differential - every type against pg_types as a black box oracle and
against PostgreSQL 17 as the judge, in both wire formats
	round trip - the same corpus through minato's own connection and pool, as
a bound parameter and as a column of a real table
	properties - result sets of any size, any number of parameters, nulls in
any position, UTF-8 of any content, bytea of any size, tuples against maps,
prepared against unprepared
	authentication - the whole SASL exchange over a real socket, including
recomputing the verifier PostgreSQL stored in pg_authid
	TLS - a verified handshake against a second server with ssl=on, whose
certificate authority it generates at start up so no key is in this
repository, a certificate for another host refused, and pg_stat_ssl asked
whether the session is really encrypted
	soak - concurrent workers checking their own answers, with backends killed
underneath them, and the pool measured at rest afterwards

CI runs all of it on OTP 28 and 29.
Requirements
Build and test on OTP 28 or later. OTP 29 is the intended floor for released
versions; the minimum_otp_vsn gate reads 28 because the pre-push checklist
runs elp lint and elp eqwalize-all and ELP publishes no OTP 29 binary.
Prior art
minato is an independent implementation. It contains no code from any other
project and is not a fork of one. Wire formats are taken from the PostgreSQL
documentation and the documented binary send and receive representations, not
from any existing client.
These projects were studied as architecture and are acknowledged as influences:
pgo, epgsql,
Postgrex,
asyncpg and
pgx.
pg_types and
pgo are test profile dependencies only:
pg_types as a differential oracle, pgo as a transport that carries minato's
bytes to a real server. Neither is shipped at run time and neither is read as a
source of implementation.
Licence
Apache-2.0. Copyright 2026 Widgrens IT AB (org.nr 559241-2752). See
LICENSE.


  

    Changelog

All notable changes to this project will be documented in this file.
[1.1.1] - 2026-08-11
Documentation
	A changelog that covers the releases that happened

[1.1.0] - 2026-08-11
Features
	Take the socket options callers actually pass (#49)

[1.0.2] - 2026-08-11
Bug Fixes
	An address family is a choice, not a setting, and a pinned CA is the CA (#47)

[1.0.1] - 2026-08-10
Documentation
	Say 1.0, and say what 1.0 does not mean (#46)

[1.0.0] - 2026-08-10
Features
	The socket transport by default, and options that say when they stop (#45)

[0.19.1] - 2026-08-10
Testing
	Measure throughput, because per-operation cost was answering the wrong question (#44)

[0.19.0] - 2026-08-10
Features
	A socket-module transport, opt in (#43)

Perf
	Build a statement's decoder once, and measure the work rather than the wait (#42)

[0.18.10] - 2026-08-09
Bug Fixes
	Make prepared-statement names unique per connection, not per counter (#41)

[0.18.9] - 2026-08-06
Bug Fixes
	Do not hand out a connection the server has ended (#39)

[0.18.8] - 2026-08-06
Perf
	Decode the rows of a simple query too (#38)

[0.18.7] - 2026-08-06
Perf
	Choose the codec when the decoder is built (#37)

[0.18.6] - 2026-08-06
Miscellaneous
	Take every plugin from hex and drop the sbom fork (#36)

[0.18.5] - 2026-08-06
Perf
	Flatten row runs once instead of reversing them twice (#35)

[0.18.4] - 2026-08-06
Perf
	Decode a run of rows while framing it (#34)

[0.18.3] - 2026-08-06
Perf
	Collect rows tail-recursively and cut columns in one match (#33)

[0.18.2] - 2026-08-06
Perf
	Decode a row in one pass over its bytes (#32)

[0.18.1] - 2026-08-06
Perf
	Work out how to read a row once, not once per row (#31)

[0.18.0] - 2026-08-05
Features
	Give back connections nobody is using (#30)

[0.17.0] - 2026-08-05
Features
	A pool that grows, fails fast, and checks the budget (#29)

[0.16.1] - 2026-08-05
Bug Fixes
	Forward every decode option to the codec (#28)

[0.16.0] - 2026-08-05
Features
	An opt-in float form for numeric (#27)

[0.15.4] - 2026-08-05
Testing
	Generate the TLS certificates instead of committing them (#26)

[0.15.3] - 2026-08-05
Documentation
	Guides for a published package (#25)

[0.15.2] - 2026-08-05
Testing
	Cancel a statement that has actually started (#24)

[0.15.1] - 2026-08-05
Documentation
	Reference the connection options as a type (#23)

[0.15.0] - 2026-08-05
Features
	Connection lifetime, a health probe, and the trace bridge (#21)
	Cancel a statement that outlives its deadline (#22)

[0.14.0] - 2026-08-05
Features
	Telemetry events and structured logs (#20)

[0.13.1] - 2026-08-05
Bench
	Minato against pgo, epgsql, and the Node clients (#19)

[0.13.0] - 2026-08-05
Features
	Hand a borrowed connection to another process (#18)

[0.12.0] - 2026-08-05
Features
	Parse each statement once per connection (#17)

[0.11.0] - 2026-08-05
Features
	Verified TLS and SCRAM-SHA-256-PLUS channel binding (#16)

[0.10.2] - 2026-08-05
Testing
	Run the corpus and shape properties through the real client (#15)

[0.10.1] - 2026-08-05
Testing
	Add a soak, and fix the two defects it found (#14)

[0.10.0] - 2026-08-05
Features
	Add LISTEN and NOTIFY (#13)

[0.9.0] - 2026-08-04
Features
	Add the pool, the public API and the application (#12)

[0.8.0] - 2026-08-04
Features
	Add transactions and the transaction status (#11)

[0.7.0] - 2026-08-04
Features
	Add the simple and extended query paths (#10)

[0.6.0] - 2026-08-04
Features
	Add the connection layer (#9)

[0.5.0] - 2026-08-04
Features
	Bound, harden and measure the bulk framer (#8)

[0.4.0] - 2026-08-04
Features
	Add SCRAM-SHA-256, MD5 and cleartext authentication (#7)

[0.3.0] - 2026-08-04
Features
	Add the protocol message codec (#6)

[0.2.1] - 2026-08-04
Testing
	Prove the codecs against pg_types and a real PostgreSQL (#5)

[0.2.0] - 2026-08-04
Features
	Add the type codec layer (#3)

[0.1.1] - 2026-08-04
Miscellaneous
	Add rebar3_hex and a changelog (#2)

[0.1.0] - 2026-08-04
Miscellaneous
	Seed repository with licence and gitignore
	Scaffold rebar3 library with erlang-ci pipeline (#1)



  

    LICENSE


                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following
      boilerplate notice, with the fields enclosed by brackets "[]"
      replaced with your own identifying information. (Don't include
      the brackets!)  The text should be enclosed in the appropriate
      comment syntax for the file format. We also recommend that a
      file or class name and description of purpose be included on the
      same "printed page" as the copyright notice for easier
      identification within third-party archives.

   Copyright 2026 Widgrens IT AB (org.nr 559241-2752)

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.




  

    Getting started

minato is a PostgreSQL client for Erlang. This is the shortest path from nothing
to a query.
Add it
{deps, [{minato, "~> 1.0"}]}.
And to your .app.src, so it starts before you use it:
{applications, [kernel, stdlib, minato]}.
Start a pool
A pool is named, and everything else is passed to the connection:
{ok, _Pid} = minato:start_pool(main, #{
    size => 10,
    connection => #{
        host => "localhost",
        user => ~"minato",
        password => ~"minato",
        database => ~"minato_test"
    }
}).
Or declare it in the application environment, which starts it with your
application rather than after it:
{minato, [
    {pools, #{main => #{size => 10, connection => #{user => ~"minato"}}}}
]}.
Either way the pool is up before it has connections: they are opened in the
background and retried with backoff, so an application that starts before its
database starts anyway, and the first query waits for one.
Run a query
{ok, #{rows := [{42}]}} = minato:query(main, ~"SELECT $1::int4", [42]).
Parameters are parameters. There is no interpolation anywhere in this client,
and simple/2 - the one path that cannot take parameters - is for statements
that have no values in them.
A result is a map:
#{command => select, num_rows => 1, rows => [{42}]}
Rows are tuples by default and maps under return_rows_as_maps:
{ok, #{rows := [#{id := 1, name := ~"a"}]}} =
    minato:query(main, ~"SELECT id, name FROM users WHERE id = $1", [1],
                 #{return_rows_as_maps => true, column_name_as_atom => true}).
Errors
{error, {pgsql_error, #{code := ~"23505", constraint := ~"users_email_key"}}} =
    minato:query(main, ~"INSERT INTO users (email) VALUES ($1)", [~"taken@example.com"]).
A statement that fails is a normal outcome, not an exception: code is the
SQLSTATE, and the connection goes back to the pool ready for the next caller.
What raises is a bug - the wrong number of parameters, a value that does not fit
the type the server asked for - and those raise where they happen.
A transaction
{ok, done} = minato:transaction(main, fun(Conn) ->
    {ok, _Result, One} = minato_query:query(Conn, ~"INSERT INTO a VALUES ($1)", [1]),
    {ok, _Second, Two} = minato_query:query(One, ~"INSERT INTO b VALUES ($1)", [2]),
    {ok, done, Two}
end).
The function is handed a connection and hands one back, because everything
inside the transaction has to run on that connection. {rollback, Reason, Conn}
rolls back and reports the reason; an exception rolls back and is re-raised.
{error, transaction_rolled_back} is the case worth knowing about: PostgreSQL
answers COMMIT with ROLLBACK when the transaction had already failed, and
minato tells you rather than reporting success for work that was thrown away.
Notifications
LISTEN needs a connection of its own, so it gets one:
{ok, _Pid} = minato:start_listener(events, #{connection => #{user => ~"minato"}}),
ok = minato:listen(events, ~"job_ready"),
receive
    {minato_notification, ~"job_ready", Payload, _From} -> Payload
end.
A listener that reconnects tells you: {minato_listener, events, resubscribed}
means it was away, and NOTIFY has no replay, so anything published while it
was gone is gone. Treat a notification as something that makes a poll faster,
never as the only way you find out.
Where next
	Configuration - every option, with its default and why
	Types - what a PostgreSQL type comes back as, and what happens to
one minato has no codec for
	Security - TLS, channel binding, and what never reaches a log
	Observability - the events, the logs, and what to alert on



  

    Configuration

Every option minato takes, what it defaults to, and why.
A connection
Passed as connection in a pool or listener, or to minato_conn:connect/1
directly.
	option	default	
	user	required	the role to authenticate as
	password	none	a binary, or a fun(() -> binary()) called once per attempt and never stored
	database	the user	as PostgreSQL itself defaults
	host	"localhost"	
	port	5432	
	parameters	see below	added to the StartupMessage
	ssl	false	
	ssl_options	verify against the OS trust store	each option replaces one default
	channel_binding	prefer under TLS, disable without	require refuses to connect without it
	auth	every method	[scram_sha_256] to accept nothing else
	connect_timeout	5000	covers the TCP connect and the TLS handshake
	timeout	15000	the per read timeout, and the default statement deadline
	cancel_timeout	5000	how long a cancelled statement has to acknowledge
	prepared_statements	64	how many statements a connection keeps parsed; 0 disables
	socket_options	binary, {active,false}, {packet,raw}, {nodelay,true}	each replaces one default
	transport	socket	inet goes back to the driver every BEAM program uses
	frame_opts	#{max_message_length => 67108864}	raise it only for a single value near PostgreSQL's 1 GB limit

Two startup parameters are sent unless parameters overrides them:
client_encoding is UTF8, because the codecs decode text as UTF-8 and a
server sending LATIN1 would put mojibake in a binary rather than raise;
DateStyle is ISO, MDY, because the text format for dates is only
unambiguous under ISO. Set application_name here - it is what
pg_stat_activity shows, and it is the difference between finding the query
that is hurting and guessing.
transport is socket, which is minato_socket over the socket NIFs. It does
everything the driver does on every machine minato runs on, costs about a
quarter less per query and about half less per pooled one, and holds more
throughput at the same CPU once a pool is deep enough for per-operation cost to
matter at all - see the bench
for where that is and is not true. inet is the driver, and is one option away
for a machine or a workload that disagrees.
The two transports take the same socket_options, but the socket transport has
no driver behind it to hold the ones it does not use, so it sorts them by what
they decide.
inet, inet6, ip and port are read before connecting: the first two
choose which address a hostname resolves to, the other two the local end to bind
to. nodelay, keepalive, recbuf, sndbuf, priority, reuseaddr, tos,
bind_to_device and linger are set on the socket, and send_timeout with
send_timeout_close are applied to the write. binary, {packet, raw},
{active, false}, buffer, delay_send, high_watermark, low_watermark,
exit_on_close and show_econnreset are accepted and ignored, because this
transport already does them or configures a port's send queue that is not there.
Anything else is refused at connect rather than silently dropped. If you hit
that with an option the driver takes, it is a gap in the list rather than a
decision - the list is meant to be what callers pass.
inet6 means v6 or nothing. A host with both an A and a AAAA record resolves to
v4 unless you say otherwise, and a caller that asked for v6 gets an error rather
than a v4 connection, because a quiet fall back is the option accepted and not
honoured.
A pool
	option	default	
	connection	required	the map above
	size	10	the most connections this pool will hold
	min_size	1	how many it opens before anybody asks
	disconnected	fail	what a checkout gets when the pool is empty and cannot connect
	max_idle	60000	close a connection nobody has wanted for this long, down to min_size
	max_age	infinity	retire a connection checked in older than this

min_size is one because a node with twenty pools should not want a hundred
connections the moment it boots, and one is still enough for the pool to prove
it can connect and complain at start up rather than at the first query. The rest
open when a caller finds none free. Set it to size for a pool that must be
warm on the first request, and to 0 for one that may never be used at all.
max_idle is the other half of min_size. A pool that grew to meet a busy hour
would otherwise hold that hour's connections until the process died, which is a
cost the server pays and nobody sees. The floor is never swept below, because
the point of the floor is that somebody has already paid for those connections.
infinity keeps whatever the pool has grown to.
disconnected is fail: a checkout against a pool that holds nothing and whose
last attempt to connect failed answers {error, disconnected} immediately.
During an outage the alternative is every caller holding a process for the whole
checkout timeout to learn the same thing, and a queue that outlives the outage.
wait queues anyway, for work that would rather be slow than fail.
size is not a throughput dial. A pool larger than the database can serve moves
the queue from your application to the server, where you cannot see it; a pool
smaller than your concurrency makes callers wait, which
[minato, checkout, stop] measures exactly.
max_age is infinity because a connection to PostgreSQL is good
indefinitely, and churning connections is work nobody asked for. Set it when
something sits in the middle - a proxy, a load balancer, a NAT - since those
have limits of their own and a connection one of them cut is otherwise found by
a query failing on it.
How many connections is that
size per pool, times the pools on the node, times the nodes, against the
server's max_connections. Nobody does that multiplication until PostgreSQL
starts refusing, so minato does it: the first connection a pool opens asks the
server for its limit, and a pool that alone wants a quarter of it says so once,
at warning, with event => connection_budget.
The arithmetic bites hardest in test suites, where every module tends to start a
pool and none of them stop one. See the testing note below.
Pools in tests
A test suite that starts a pool per module and stops none of them is asking for
sorry, too many clients already, and it will get it sooner with minato than
with a client that opens connections lazily, unless min_size is low.
Three things that keep it quiet: start one pool for the suite rather than one
per module; use min_size => 1 and a small size, since tests are rarely
concurrent enough to need more; and stop the pool when the suite ends -
minato:stop_pool/1 closes every connection it holds.
A listener
{ok, _Pid} = minato:start_listener(events, #{connection => #{user => ~"minato"}}).
connection is the only option. A listener holds one connection and never
shares it, because LISTEN is session state.
Per query
Options to minato:query/4, minato:simple/3 and the minato_query functions:
	option	default	
	timeout	the connection's timeout	deadline for the statement; on expiry it is cancelled on the server, not abandoned
	return_rows_as_maps	false	a map per row instead of a tuple
	column_name_as_atom	false	atom keys in those maps
	uuid_format	string	binary for the raw 16 bytes
	datetime_format	datetime	microseconds for lossless integers

column_name_as_atom is off because a column name is not always something you
wrote: a query built at run time can alias a column after a value, and every
distinct alias would make an atom that is never collected. Turn it on for
queries whose column names you chose.
The application environment
{minato, [
    {pools, #{main => #{size => 10, connection => #{user => ~"minato"}}}},
    {listeners, #{events => #{connection => #{user => ~"minato"}}}},
    {log_statements, false}
]}.
pools and listeners are started by minato's supervisor, so they come up with
the application rather than after it. log_statements puts the SQL in events
and logs; it is read per call, so it can be turned on while something is
happening and off again afterwards. See Security for why it is
off by default.


  

    Types

What a value comes back as, what minato will accept for it, and what happens to
a type it has no codec for.
The table
Every type below works in both wire formats, and every one of them has an array
type that works too. Arrays are lists; encoding writes one dimension, decoding
reads any number and nests.
	PostgreSQL	Erlang out	Erlang in
	bool	true | false	the same
	bytea	binary()	binary()
	int2, int4, int8	integer()	integer()
	float4, float8	float(), or nan | infinity | neg_infinity	the same, and integer()
	numeric	binary(), exact, keeping its display scale	binary(), integer(), float()
	text, varchar	binary()	binary()
	json, jsonb	binary(), the document as bytes	binary()
	uuid	binary(), the 36 character form	the 36 character form, 32 hex characters, or the raw 16 bytes
	date	{Year, Month, Day}	the same
	time	{Hour, Minute, Second}	the same
	timestamp, timestamptz	{{Y,M,D},{H,Mi,S}}	the same, and integer() microseconds

NULL
null is the NULL sentinel in both directions, and the only one. Not
undefined, not nil, not an empty binary - those are values.
{ok, #{rows := [{null}]}} = minato:query(main, ~"SELECT NULL::int4", []).
{ok, #{rows := [{null}]}} = minato:query(main, ~"SELECT $1::int4", [null]).
The ones worth knowing about
numeric is exact. It decodes to a binary such as ~"123.4500", keeping
the scale the server sent, and never to a float unless you ask. numeric is the
type somebody chose because binary floating point was not good enough: 0.1
has no exact representation, anything past about seventeen significant digits is
rounded away, and a column of money summed in floats drifts. A client that
converts by default has quietly thrown away the one property the column was
picked for, and you find out during a reconciliation.
numeric_format => float converts anyway, which is the right answer for an
average or a ratio and the wrong one for money:
{ok, #{rows := [{3.5}]}} =
    minato:query(main, ~"SELECT avg(n) FROM t", [], #{numeric_format => float}).
NaN, Infinity and -Infinity are the atoms nan, infinity and
neg_infinity in both forms.
jsonb is bytes. minato contains no JSON parser and never will: it does not
know which JSON library you use, whether you want maps or proplists, or whether
you want the document parsed at all. Use OTP's json module, or anything else.
timestamptz loses sub-second precision by default, because
{{Y,M,D},{H,Mi,S}} has nowhere to put it. datetime_format => microseconds
gives an integer count from the Unix epoch instead, which is lossless.
uuid is the readable form by default. uuid_format => binary gives the
raw 16 bytes, which is what you want if you are hashing or comparing them in
bulk.
A type minato has no codec for
It still works. The value arrives as its text representation, exactly as
PostgreSQL renders it:
{ok, #{rows := [{~"1 year"}]}} = minato:query(main, ~"SELECT '1 year'::interval", []).
That covers interval, inet, macaddr, money, tsvector, enums, composite
types, domains, and anything an extension defines. An enum column gives you the
label as a binary; a composite gives you the row literal PostgreSQL prints.
Sending one works the same way: pass the text form as a binary.
This is deliberate. A client that refuses every type it does not model is a
client you cannot use with the schema you already have, and the text
representation is the one thing PostgreSQL guarantees for every type there is.
Which format is asked for
Per parameter and per column: binary for a type minato has a codec for, text for
everything else. You do not choose, and there is nothing to configure - the
choice is made from the type OID the server reports, which is the only thing
that can be right about it.
Verifying this yourself
The type table is not a promise, it is a test. minato_differential_SUITE
compares every codec against pg_types and against PostgreSQL itself, and
minato_roundtrip_SUITE runs the same corpus through the whole client - as a
bound parameter and as a column of a real table - and requires the value that
comes back to be the value that went in.


  

    Security

What minato does about the network, the credentials and the log, and which of
those you have to ask for.
Parameters are parameters
There is no string interpolation anywhere in this client. Values travel as bound
parameters, typed from what the server said they are, and the one path that
cannot take parameters - simple/2, the simple query protocol - is documented
as being for statements that have no values in them.
Identifiers that minato itself has to put in a statement, which is channel names
in LISTEN and savepoint names, are quoted rather than interpolated. There is a
test that subscribes to a channel called minato; DROP TABLE nothing.
TLS
ssl => true. There is no prefer mode, and that is the important part: a
client that continues in the clear when the server declines TLS is a client
whose encryption an attacker can turn off, because declining is the one message
somebody sitting on the connection can always produce. A server that says no
gets {error, tls_refused}.
Verification is on by default - verify_peer against the OS trust store, the
hostname checked, server_name_indication set, which OTP has to be told
explicitly on a socket upgrade. Anything in ssl_options replaces that one
default and nothing else, so turning verification off is possible and has to be
written down where a reviewer can see it.
Channel binding
SCRAM-SHA-256-PLUS with tls-server-end-point, on by default under TLS.
Without it, SCRAM proves a shared password over whatever channel the client
happens to be on. A man in the middle holding a certificate the client accepts
can relay the entire exchange and keep the session: the password is never
revealed, and the attacker does not need it. With binding, the hash of the
server's certificate is inside the material the client proof covers, so the
relay's proof is computed over the wrong certificate and the server refuses it.
	prefer (default under TLS) uses it when the server offers it
	require refuses to connect without it
	disable never binds

A client that can bind but is offered no -PLUS mechanism sends y,, in the
gs2 header, which is how a server that does support binding learns its
mechanism list was stripped in transit.
Which authentication methods are acceptable
auth => [scram_sha_256] accepts nothing else. The default accepts all four
that PostgreSQL offers, with one rule that is not configurable: a cleartext
password is refused on a plain socket, always. The password opens every future
connection too, so handing it to whoever is on the wire is worse than failing to
connect.
Credentials
The password is used during authentication and is not stored on the connection,
so a pool holding a thousand connections holds no copies of it. A password given
as fun(() -> binary()) is called once per connection attempt, which is what a
rotating credential needs: one read at start up and kept for a month is a
credential that expires while you hold it.
What reaches a log
Parameters never do. Not in a log, not in a telemetry event, not in any
configuration. They are the values themselves - the email address, the token,
the amount.
Statements only if you ask. {minato, [{log_statements, true}]} puts the SQL
in query events. It is off by default because a statement is not a secret but
sits next to one: WHERE email = $1 is fine to log, and the same statement
written by a caller who pasted the value in is a leak. It is read per call, so
it can be turned on while something is happening.
Errors a caller can act on are returned, not logged. A failing statement
comes back as a value. minato logs what nobody asked for and nobody else will
see: a pool that cannot connect, a listener that reconnected, a cached plan the
server refused.
What minato does not do
	No SCRAM-SHA-256-PLUS over a non-TLS transport, because there is nothing
to bind to.
	No client certificate authentication. ssl_options takes a certfile and
PostgreSQL will use it, but nothing in minato tests that path.
	No sslmode=verify-ca distinct from verify-full. Verification checks the
chain and the hostname; a deployment that wants the chain without the hostname
can say so in ssl_options, and should write down why.
	No secret redaction pass over values you pass to logger yourself. minato
keeps its own output clean; what your handlers do with {error, {pgsql_error, Fields}} is yours.

Verifying this yourself
minato_tls_SUITE runs against a PostgreSQL that generates its own certificate
authority when it starts, so there is no key in this repository to wonder about.
It proves a handshake that completes, a certificate verified against that CA
rather than accepted, a hostname that is checked, a certificate for another host
refused, and channel_binding => require connecting - which only succeeds if
the server negotiated SCRAM-SHA-256-PLUS and accepted the certificate hash the
client bound to.
Reporting something
Open an issue for anything that is not exploitable. For anything that is, please
say so privately first through the repository's security advisories rather than
in a public issue.


  

    Observability

What minato tells you while it is running, and what it deliberately does not.
Everything here is either telemetry or OTP logger. There is no minato
metrics format, no minato log format and nothing to bridge: an OpenTelemetry
exporter, a Prometheus collector and a logger handler already understand what
comes out.
Events
Spans are telemetry:span/3 shaped - start, then stop or exception - and
stop carries duration in native time units. Convert with
erlang:convert_time_unit(Duration, native, millisecond).
	event	measurements	metadata
	[minato, connect, start]	system_time, monotonic_time	host, port, database, user, ssl
	[minato, connect, stop]	duration, monotonic_time	the above, plus outcome, and reason when it failed
	[minato, connect, exception]	duration	the above, plus kind, reason, stacktrace
	[minato, query, start]	system_time, monotonic_time	path (simple, unnamed or cached), sql when enabled
	[minato, query, stop]	duration, monotonic_time	outcome, and command and num_rows when it worked, reason when it did not
	[minato, query, exception]	duration	kind, reason, stacktrace
	[minato, checkout, start]	system_time, monotonic_time	pool
	[minato, checkout, stop]	duration, monotonic_time	pool, outcome, reason
	[minato, connection, opened]	system_time	pool
	[minato, connection, closed]	system_time	pool, reason (discarded, borrower_died, max_age or idle)
	[minato, notification, received]	system_time, subscribers, bytes	listener, channel
	[minato, listener, reconnected]	system_time, channels	listener

[minato, checkout, stop] is the one to watch first. Its duration is time
spent waiting for a connection, not running a query, so it separates "the
database is slow" from "the pool is too small" - two problems with completely
different fixes that look identical in a query latency graph.
What is never emitted
	Parameters. Not in an event, not in a log, not in any configuration. They
are the values themselves: the email address, the token, the amount.

	Passwords. They are used during authentication and never stored on the
connection, so there is nothing to leak later. A password given as a
fun(() -> binary()) is called once per attempt and the result is not kept.

	Statements, unless you ask. sql appears in query events only when the
application environment says so:
{minato, [{log_statements, true}]}
It is read per call, so it can be turned on at three in the morning without a
restart. It is off by default because a statement is not a secret but is next
to one: WHERE email = $1 is fine to log, and the same statement written by a
caller who pasted the value in is not.


Logs
Every log record is a map report with domain => [minato], so a handler can
take or leave everything minato says in one filter:
logger:add_handler(minato, logger_std_h, #{
    filters => [{minato, {fun logger_filters:domain/2, {stop, not_equal, [minato]}}}]
}).
minato logs when something happened that nobody asked for and nobody will
otherwise see:
	level	event	why it is worth a line
	warning	connect_failed	a pool could not open a connection; carries reason and retry_in_ms
	warning	listener_resubscribed	a listener reconnected, which means notifications were missed - NOTIFY has no replay
	info	cached_plan_invalidated	a schema change made PostgreSQL refuse a cached statement; minato recovered, but somebody ran a migration

Failures a caller can act on are returned, not logged. A statement with a
syntax error comes back as {error, {pgsql_error, _}} and stays out of the log,
because the caller is already dealing with it and a library that logs it too
produces a log full of things somebody has already handled.
Numbers without a collector
minato:stats/1 reads counters the pool keeps regardless of whether anything is
attached:
#{size := 10, idle := 8, borrowed := 2, waiting := 0,
  checkouts := 148_233, waits := 41, timeouts := 0,
  disconnects := 3, retired := 96}
waits against checkouts is how often a caller found nothing free. timeouts
is how often one gave up. disconnects climbing is a pool losing connections -
the server closing them, or the application killing processes that hold them -
while retired is the pool closing them on purpose at max_age. They are
counted separately because one is a problem and the other is the pool working.
Traces
The spans above are already the shape OpenTelemetry wants, so a bridge is a few
lines rather than a package:
%% needs opentelemetry_telemetry
Spans = [[minato, connect], [minato, query], [minato, checkout]],
_ = [
    otel_telemetry:handle_span(Span, #{tracer_id => minato})
 || Span <- Spans
].
A [minato, query] span nested inside an application span is the picture worth
having: the request, the checkout it waited on, and the statement it ran, with
the gap between them visible. [minato, checkout] is what makes that picture
useful, because a request that spent 40 ms waiting for a connection and 2 ms
querying looks exactly like the reverse until the two are separate spans.
Health
minato:health/1 borrows a connection and runs SELECT 1, both inside a
timeout:
case minato:health(main, 1000) of
    ok -> ready;
    {error, _Reason} -> not_ready
end.
Use it as a readiness probe, not a liveness one. A pool that cannot reach
its database is not broken - it is waiting, and reconnecting with backoff while
it waits. Restarting the node for that turns a database outage into an outage of
everything else the node was doing.
Connections that live too long
max_age in the pool options retires a connection when it is checked in older
than that, and opens a replacement. It is infinity by default: a connection to
PostgreSQL itself is good indefinitely, and churning connections is work nobody
asked for.
Set it when something sits in the middle. A proxy, a load balancer or a NAT has
idle and lifetime limits of its own, and a connection one of them cut is
discovered when a query fails on it. Retiring on your own schedule turns that
into a connection replaced quietly, counted as retired rather than
disconnects.
Statements that run too long
timeout in the query options is a deadline on the statement, not just on the
read:
minato:query(main, ~"SELECT slow(...)", [], #{timeout => 2000}).
When it expires minato cancels the statement on the server and reads the
cancellation through, so what comes back is {error, {pgsql_error, #{code := ~"57014"}}} and the connection goes back to the pool. It defaults to the
connection's read timeout. In a dashboard those appear as ordinary failed
queries with SQLSTATE 57014, and a rate of them is a query that needs looking
at rather than a client that needs restarting.
A {error, {socket, timeout}} after that is the other case: the server did not
acknowledge the cancellation within cancel_timeout either, so the connection
is closed and replaced, and disconnects goes up.
What to alert on
	timeouts increasing at all. A checkout timeout is a request that failed
before it reached the database.
	[minato, checkout, stop] p99 above a few milliseconds. The pool is too small
for the load, or connections are being held across something slow.
	disconnects increasing while nothing is deploying.
	listener_resubscribed at any rate above roughly never, on a system that
treats NOTIFY as its wake-up: every one of those is a window where nothing
woke up. Poll as well; the notification is an optimisation.
	57014 appearing in [minato, query, stop] reasons. Every one is a statement
that outlived its deadline and was cancelled; the connection survived, but
somebody's query did not.
	[minato, connect, stop] with outcome => error in a steady state. The
credentials, the certificate or the network changed.



  

    Design

Four decisions the rest of the client follows from, and what each one costs.
The caller owns the socket
There is no connection process. A connection is a term the calling process
holds, the socket is {active, false} and belongs to that process, and a query
is a send and a read on the caller's own scheduler slot.
The alternative - a gen_server per connection, which is what most clients do -
makes that process an unpreemptable FIFO queue. The PostgreSQL protocol is
already FIFO per connection, so a slow query blocks every other caller of that
process, and no timeout on the caller's side can take the connection back
because the connection is not theirs to take. Caller ownership also gives
session pinning for free, and transactions, advisory locks, SET ROLE and
LISTEN all need that to be correct rather than merely fast.
What it costs: the connection is threaded through every call, because the bytes
that arrived and have not been read yet live in it. {ok, Result, Conn} rather
than {ok, Result} is the price, and minato hides it for the ordinary case.
Bulk framing
One recv with the remainder carried forward, never a five byte header read
followed by a payload read.
Header-then-payload is two reads per message and scales with the number of rows.
Reading whatever has arrived and framing every complete message in it reads a
result set in a handful of calls: over 5000 rows, 61 reads against 10,006. The
benchmark puts numbers on
what that is worth against a client that does it the other way.
What it costs: frame/1 has to be able to say "not yet" at any byte boundary,
and the remainder has to be handled carefully - a three byte partial header must
not hold a 64 KiB read alive across an idle connection, so a small remainder is
copied and a large one is not.
The protocol layer is pure
Bytes in, terms out. No I/O, no process, no state, in the codecs, the message
encoder and decoder, and the authentication exchange.
That is what makes the awkward parts testable without a database: every type in
both wire formats, every message byte for byte, framing properties that cut a
stream at every byte and require it back whole, and SCRAM tampering properties
stated over every byte position rather than as a few examples. A protocol bug
that only appears against a real server is a bug you find at three in the
morning.
What it costs: a layer that does nothing on its own, and a connection layer that
has to carry state the pure layer refuses to.
Metrics from the start
counters in the pool and telemetry spans on the paths that can be slow,
written when each was written rather than retrofitted.
Instrumentation added afterwards measures what was easy to reach, which is
rarely what you need. The one that would not have survived retrofitting is the
checkout span: its duration is time spent waiting for a connection, which
separates a slow database from a pool that is too small - two problems that look
identical in a query latency graph.
What it costs: one dependency, and an event on the hot path that does nothing
when nothing is attached.
What this is not
	Not a driver for every PostgreSQL feature. No COPY, no replication
protocol, no cursors beyond a whole result set. They are absent, not hidden
behind an error.
	Not multi-node aware. No failover, no read replicas, no topology
discovery. A pool points at a server; something above it decides which server.
	Not an ORM, and not underneath one yet. It returns rows.



  

    
minato_app 
    



      
The application. Starts the supervisor, which starts whatever pools the
environment declares.
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        start(Type, Args)

      


        Start minato's supervision tree.



    


    
      
        stop(State)

      


        Nothing to undo: the supervisor closes the connections as it goes down.



    





      


      
        Functions


        


  
    
      
    
    
      start(Type, Args)



        
          
        

    

  


  

      

          -spec start(application:start_type(), term()) -> {ok, pid()} | {error, term()}.


      


Start minato's supervision tree.

  



  
    
      
    
    
      stop(State)



        
          
        

    

  


  

      

          -spec stop(term()) -> ok.


      


Nothing to undo: the supervisor closes the connections as it goes down.

  


        

      


  

    
minato_listener 
    



      
LISTEN on a connection of its own, delivered to subscribing processes.
A notification arrives when the server decides, not when a caller asks, so
somebody has to be holding the connection and reading it. That is what this
process is. It owns one connection, keeps it under minato_conn:activate/1 so
the bytes arrive as messages, and sends what it decodes to whoever subscribed.
ok = minato_listener:listen(events, ~"job_ready"),
receive
    {minato_notification, ~"job_ready", Payload, _Pid} -> Payload
end.
The connection is this process's and nothing else runs on it. LISTEN is
session state: a notification is delivered to the session that registered for
it, so a pooled connection would deliver to whichever caller happened to hold it
next, which is to say nowhere.
Subscribers
Subscribing is per process, and the process is monitored: a subscriber that dies
is dropped, and a channel nobody is left listening to is UNLISTENed. Otherwise
a supervisor restarting a worker in a loop leaves the server delivering to a
session where nothing is waiting.
Notifications get missed
A connection that drops takes its subscriptions with it, and anything the server
published while it was gone is gone: NOTIFY is fire and forget, with no
replay. This process reconnects with backoff, LISTENs again for every channel
that still has a subscriber, and then tells each subscriber
{minato_listener, Name, resubscribed}.
That message is the point. A consumer that treats notifications as the only way
it learns anything will silently stall; one that is told it was disconnected can
go and look. NOTIFY is a hint that something changed, and a poll it makes
faster - never the only path.
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        info()

      


    


    
      
        name()

      


        How the listener is registered and asked for.



    


    
      
        notification()

      


        What a subscriber receives.



    


    
      
        opts()

      


        What to connect to.



    


    
      
        request()

      


    





  
    Functions
  


    
      
        channels(Name)

      


        Every channel with a subscriber, and how many each has.



    


    
      
        handle_call/3

      


    


    
      
        handle_cast(Message, State)

      


    


    
      
        handle_info/2

      


    


    
      
        init/1

      


    


    
      
        listen(Name, Channel)

      


        Subscribe the calling process to a channel.



    


    
      
        start_link(Name, Opts)

      


        Start a listener under a supervisor.



    


    
      
        stop(Name)

      


        Stop the listener and close its connection.



    


    
      
        terminate/2

      


    


    
      
        unlisten(Name, Channel)

      


        Stop the calling process's subscription.
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          -type info() ::
          reconnect |
          {'DOWN', reference(), process, pid(), term()} |
          {tcp | ssl, term(), binary()} |
          {tcp_closed | ssl_closed, term()} |
          {tcp_error | ssl_error, term(), term()}.


      



  



  
    
      
    
    
      name()



        
          
        

    

  


  

      

          -type name() :: atom().


      


How the listener is registered and asked for.

  



  
    
      
    
    
      notification()



        
          
        

    

  


  

      

          -type notification() ::
          {minato_notification, Channel :: binary(), Payload :: binary(), From :: integer()}.


      


What a subscriber receives.
The payload is whatever NOTIFY was given, and the pid is the server side
process that sent it, which is how a subscriber tells its own writes from
somebody else's.

  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          -type opts() :: #{connection := minato_conn:opts()}.


      


What to connect to.
#{connection := minato_conn:opts()}
Passed to minato_conn:connect/1 unchanged. One connection, held for the life
of the listener.
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          -type request() :: {listen, binary(), pid()} | {unlisten, binary(), pid()} | channels.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      channels(Name)



        
          
        

    

  


  

      

          -spec channels(name()) -> #{binary() => non_neg_integer()}.


      


Every channel with a subscriber, and how many each has.

  



  
    
      
    
    
      handle_call/3



        
          
        

    

  


  

      

          -spec handle_call(request(),
                  gen_server:from(),
                  #state{name :: name(),
                         opts :: minato_conn:opts(),
                         conn :: minato_conn:conn() | undefined,
                         channels :: #{binary() => #{pid() => reference()}},
                         backoff :: pos_integer()}) ->
                     {reply,
                      term(),
                      #state{name :: name(),
                             opts :: minato_conn:opts(),
                             conn :: minato_conn:conn() | undefined,
                             channels :: #{binary() => #{pid() => reference()}},
                             backoff :: pos_integer()}}.


      



  



  
    
      
    
    
      handle_cast(Message, State)



        
          
        

    

  


  

      

          -spec handle_cast(term(),
                  #state{name :: name(),
                         opts :: minato_conn:opts(),
                         conn :: minato_conn:conn() | undefined,
                         channels :: #{binary() => #{pid() => reference()}},
                         backoff :: pos_integer()}) ->
                     {noreply,
                      #state{name :: name(),
                             opts :: minato_conn:opts(),
                             conn :: minato_conn:conn() | undefined,
                             channels :: #{binary() => #{pid() => reference()}},
                             backoff :: pos_integer()}}.


      



  



  
    
      
    
    
      handle_info/2



        
          
        

    

  


  

      

          -spec handle_info(info(),
                  #state{name :: name(),
                         opts :: minato_conn:opts(),
                         conn :: minato_conn:conn() | undefined,
                         channels :: #{binary() => #{pid() => reference()}},
                         backoff :: pos_integer()}) ->
                     {noreply,
                      #state{name :: name(),
                             opts :: minato_conn:opts(),
                             conn :: minato_conn:conn() | undefined,
                             channels :: #{binary() => #{pid() => reference()}},
                             backoff :: pos_integer()}}.


      



  



  
    
      
    
    
      init/1



        
          
        

    

  


  

      

          -spec init({name(), opts()}) ->
              {ok,
               #state{name :: name(),
                      opts :: minato_conn:opts(),
                      conn :: minato_conn:conn() | undefined,
                      channels :: #{binary() => #{pid() => reference()}},
                      backoff :: pos_integer()}}.


      



  



  
    
      
    
    
      listen(Name, Channel)



        
          
        

    

  


  

      

          -spec listen(name(), binary()) -> ok | {error, term()}.


      


Subscribe the calling process to a channel.
Answers ok once the server has acknowledged the LISTEN, so a caller that
gets ok is registered rather than about to be. A channel already listened to
costs no round trip.
The name is quoted rather than interpolated, so a channel name from outside is
a channel name and not a statement.

  



  
    
      
    
    
      start_link(Name, Opts)



        
          
        

    

  


  

      

          -spec start_link(name(), opts()) -> gen_server:start_ret().


      


Start a listener under a supervisor.

  



  
    
      
    
    
      stop(Name)



        
          
        

    

  


  

      

          -spec stop(name()) -> ok.


      


Stop the listener and close its connection.

  



  
    
      
    
    
      terminate/2



        
          
        

    

  


  

      

          -spec terminate(term(),
                #state{name :: name(),
                       opts :: minato_conn:opts(),
                       conn :: minato_conn:conn() | undefined,
                       channels :: #{binary() => #{pid() => reference()}},
                       backoff :: pos_integer()}) ->
                   ok.


      



  



  
    
      
    
    
      unlisten(Name, Channel)



        
          
        

    

  


  

      

          -spec unlisten(name(), binary()) -> ok | {error, term()}.


      


Stop the calling process's subscription.
The channel is UNLISTENed when the last subscriber to it goes.

  


        

      


  

    
minato_pool 
    



      
A pool of connections, handed out one caller at a time.
The pool holds connections and lends them; it does not run queries. That follows
from the caller owning the socket: a pool that ran the query would be back to
one process serialising every caller, which is the arrangement the whole client
is written to avoid. checkout/2 hands over the socket as well as the
connection term, checkin/2 hands it back, and minato wraps both so that
the ordinary case is one call.
Waiting
A checkout with no connection free waits in a FIFO queue until one is checked in
or the timeout runs out. First in, first served, and a caller that gives up is
taken out of the queue rather than handed a connection nobody is waiting for.
The queue is deliberately plain. A CoDel queue, which drops from the head when
the minimum delay over a window stays above target, is the thing to build here
when there is a load to measure it against; a bounded FIFO with a timeout is
what that will replace, and it is honest in the meantime.
Connections come and go
Connecting happens in the background and is retried with exponential backoff, so
a pool started before its database is a pool that fills up when the database
arrives rather than a supervisor that gives up. checkout/2 waits for that
exactly as it waits for a busy connection.
A borrower that dies takes the socket with it, because the socket belongs to the
process that holds it: the pool notices through its monitor and starts a
replacement.
What a connection is like when it comes back
Checked in with a transaction open, it is rolled back before it is lent again.
A caller that returns a connection mid-transaction has already made a mistake,
and the alternative is the next borrower silently joining a transaction it did
not open. A connection that cannot be rolled back is closed and replaced,
because there is nothing else to be sure of about it.

      


      
        Summary


  
    Types
  


    
      
        cast()

      


    


    
      
        info()

      


    


    
      
        name()

      


        How the pool is registered and asked for.



    


    
      
        opts()

      


        What to open, and how many.



    


    
      
        request()

      


    


    
      
        stats()

      


        What the pool has been doing since it started.



    


    
      
        waiter()

      


    





  
    Functions
  


    
      
        checkin(Name, Conn)

      


        Give a connection back.



    


    
      
        checkout(Name)

      


        checkout/2 with the default timeout of five seconds.



    


    
      
        checkout(Name, Timeout)

      


        Borrow a connection, waiting for one if they are all out.



    


    
      
        discard(Name, Conn)

      


        Give a connection back to be closed rather than lent again.



    


    
      
        give_away(Name, Conn, Pid)

      


        Hand a borrowed connection to another process, which then owes it back.



    


    
      
        handle_call/3

      


    


    
      
        handle_cast/2

      


    


    
      
        handle_info/2

      


    


    
      
        init/1

      


    


    
      
        start_link(Name, Opts)

      


        Start a pool under a supervisor.



    


    
      
        stats(Name)

      


        What the pool holds and what it has done.



    


    
      
        stop(Name)

      


        Stop the pool and close every connection it holds.



    


    
      
        terminate/2

      


    





      


      
        Types


        


  
    
      
    
    
      cast()



        
          
        

    

  


  

      

          -type cast() ::
          {checkin, pid(), minato_conn:conn()} | {discard, pid(), minato_conn:conn()} | {gave_up, pid()}.


      



  



  
    
      
    
    
      info()



        
          
        

    

  


  

      

          -type info() ::
          {connected, minato_conn:conn()} |
          {connect_failed, term()} |
          retry | sweep |
          {'DOWN', reference(), process, pid(), term()}.


      



  



  
    
      
    
    
      name()



        
          
        

    

  


  

      

          -type name() :: atom().


      


How the pool is registered and asked for.

  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          -type opts() ::
          #{size => pos_integer(),
            min_size => non_neg_integer(),
            max_age => timeout(),
            max_idle => timeout(),
            disconnected => fail | wait,
            connection := minato_conn:opts()}.


      


What to open, and how many.
#{size => pos_integer(),
  connection => minato_conn:opts()}
connection is passed to minato_conn:connect/1 unchanged. size is how many
connections the pool keeps. How long to wait for a free one is the caller's to
say, in checkout/2.
min_size is how many connections the pool opens before anybody asks, and it
defaults to one. The rest are opened when a caller finds none free, so a node
with twenty pools does not want a hundred connections the moment it boots, while
a pool that cannot connect at all still says so at start up rather than at the
first query. 0 opens nothing until asked.
disconnected decides what a checkout gets when the pool holds no connections
and the last attempt to open one failed. fail is the default and answers
{error, disconnected} at once, because a caller that cannot be served should
find out in microseconds rather than after the whole checkout timeout - during
an outage the alternative is every caller in the system holding a process for
five seconds to learn the same thing. wait queues anyway, for work that would
rather be slow than fail.
max_idle closes a connection that has sat unused for that many milliseconds,
down to min_size. A pool that grew to meet a busy hour otherwise holds that
hour's connections until the process dies, which is a cost the server pays and
nobody sees. It is one minute by default, and infinity keeps whatever the pool
has grown to.
max_age retires a connection when it is checked in older than that many
milliseconds, and opens a replacement. It is infinity by default, because a
connection to PostgreSQL itself is good indefinitely and churning them would be
work nobody asked for. Set it when something sits in the middle - a proxy, a
load balancer, a NAT - since those have idle and lifetime limits of their own,
and a connection cut by one of them is discovered by a query failing.

  



  
    
      
    
    
      request()



        
          
        

    

  


  

      

          -type request() :: checkout | stats | {give_away, pid(), pid()}.


      



  



  
    
      
    
    
      stats()



        
          
        

    

  


  

      

          -type stats() ::
          #{size := non_neg_integer(),
            idle := non_neg_integer(),
            borrowed := non_neg_integer(),
            waiting := non_neg_integer(),
            checkouts := non_neg_integer(),
            waits := non_neg_integer(),
            timeouts := non_neg_integer(),
            disconnects := non_neg_integer(),
            retired := non_neg_integer()}.


      


What the pool has been doing since it started.
disconnects is connections lost: a connect that failed, a borrower that died,
a connection given back in a state it could not be reset from. retired is
connections closed on purpose because they reached max_age. The two are
separate because one of them is a problem and the other is the pool working.

  



  
    
      
    
    
      waiter()



        
          
        

    

  


  

      

          -type waiter() :: {gen_server:from(), pid(), reference()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      checkin(Name, Conn)



        
          
        

    

  


  

      

          -spec checkin(name(), minato_conn:conn()) -> ok.


      


Give a connection back.
The socket goes back to the pool first, because the pool cannot read a socket it
does not own. A connection with a transaction open is rolled back before it is
lent again, and one that cannot be is closed and replaced.

  



  
    
      
    
    
      checkout(Name)



        
          
        

    

  


  

      

          -spec checkout(name()) -> {ok, minato_conn:conn()} | {error, term()}.


      


checkout/2 with the default timeout of five seconds.

  



  
    
      
    
    
      checkout(Name, Timeout)



        
          
        

    

  


  

      

          -spec checkout(name(), timeout()) -> {ok, minato_conn:conn()} | {error, term()}.


      


Borrow a connection, waiting for one if they are all out.
The socket is handed over with it, so the calling process can read and write it.
Give it back with checkin/2; a caller that dies instead is noticed, and the
connection is replaced rather than leaked.

  



  
    
      
    
    
      discard(Name, Conn)



        
          
        

    

  


  

      

          -spec discard(name(), minato_conn:conn()) -> ok.


      


Give a connection back to be closed rather than lent again.
For a borrower that knows the connection is no longer trustworthy: a read that
timed out, an exception part way through a result set, anything that leaves the
stream at an offset nobody knows. The pool closes it and opens another.

  



  
    
      
    
    
      give_away(Name, Conn, Pid)



        
          
        

    

  


  

      

          -spec give_away(name(), minato_conn:conn(), pid()) -> ok | {error, term()}.


      


Hand a borrowed connection to another process, which then owes it back.
Two things move and both have to: the socket, which belongs to whoever holds it,
and the pool's idea of who to watch. The pool stops watching the caller and
starts watching the new owner, so the connection is replaced if that process
dies rather than the one that borrowed it.
The connection term itself is the caller's to send on. Sending it without
calling this leaves the receiver holding a term whose socket belongs to somebody
else, and the pool waiting on a process that has moved on.
For a worker that borrows a connection and hands it to the process that will use
it, and for LISTEN on a connection taken out of the pool.

  



  
    
      
    
    
      handle_call/3



        
          
        

    

  


  

      

          -spec handle_call(request(),
                  gen_server:from(),
                  #state{name :: name(),
                         opts :: minato_conn:opts(),
                         size :: pos_integer(),
                         min_size :: non_neg_integer(),
                         max_age :: timeout(),
                         disconnected :: fail | wait,
                         max_idle :: timeout(),
                         failures :: non_neg_integer(),
                         measured :: boolean(),
                         idle :: [{minato_conn:conn(), integer()}],
                         borrowed ::
                             #{pid() => #borrowed{monitor :: reference(), count :: pos_integer()}},
                         waiting :: queue:queue(waiter()),
                         connecting :: non_neg_integer(),
                         backoff :: pos_integer(),
                         counters :: counters:counters_ref()}) ->
                     {reply,
                      term(),
                      #state{name :: name(),
                             opts :: minato_conn:opts(),
                             size :: pos_integer(),
                             min_size :: non_neg_integer(),
                             max_age :: timeout(),
                             disconnected :: fail | wait,
                             max_idle :: timeout(),
                             failures :: non_neg_integer(),
                             measured :: boolean(),
                             idle :: [{minato_conn:conn(), integer()}],
                             borrowed ::
                                 #{pid() => #borrowed{monitor :: reference(), count :: pos_integer()}},
                             waiting :: queue:queue(waiter()),
                             connecting :: non_neg_integer(),
                             backoff :: pos_integer(),
                             counters :: counters:counters_ref()}} |
                     {noreply,
                      #state{name :: name(),
                             opts :: minato_conn:opts(),
                             size :: pos_integer(),
                             min_size :: non_neg_integer(),
                             max_age :: timeout(),
                             disconnected :: fail | wait,
                             max_idle :: timeout(),
                             failures :: non_neg_integer(),
                             measured :: boolean(),
                             idle :: [{minato_conn:conn(), integer()}],
                             borrowed ::
                                 #{pid() => #borrowed{monitor :: reference(), count :: pos_integer()}},
                             waiting :: queue:queue(waiter()),
                             connecting :: non_neg_integer(),
                             backoff :: pos_integer(),
                             counters :: counters:counters_ref()}}.


      



  



  
    
      
    
    
      handle_cast/2



        
          
        

    

  


  

      

          -spec handle_cast(cast(),
                  #state{name :: name(),
                         opts :: minato_conn:opts(),
                         size :: pos_integer(),
                         min_size :: non_neg_integer(),
                         max_age :: timeout(),
                         disconnected :: fail | wait,
                         max_idle :: timeout(),
                         failures :: non_neg_integer(),
                         measured :: boolean(),
                         idle :: [{minato_conn:conn(), integer()}],
                         borrowed ::
                             #{pid() => #borrowed{monitor :: reference(), count :: pos_integer()}},
                         waiting :: queue:queue(waiter()),
                         connecting :: non_neg_integer(),
                         backoff :: pos_integer(),
                         counters :: counters:counters_ref()}) ->
                     {noreply,
                      #state{name :: name(),
                             opts :: minato_conn:opts(),
                             size :: pos_integer(),
                             min_size :: non_neg_integer(),
                             max_age :: timeout(),
                             disconnected :: fail | wait,
                             max_idle :: timeout(),
                             failures :: non_neg_integer(),
                             measured :: boolean(),
                             idle :: [{minato_conn:conn(), integer()}],
                             borrowed ::
                                 #{pid() => #borrowed{monitor :: reference(), count :: pos_integer()}},
                             waiting :: queue:queue(waiter()),
                             connecting :: non_neg_integer(),
                             backoff :: pos_integer(),
                             counters :: counters:counters_ref()}}.


      



  



  
    
      
    
    
      handle_info/2



        
          
        

    

  


  

      

          -spec handle_info(info(),
                  #state{name :: name(),
                         opts :: minato_conn:opts(),
                         size :: pos_integer(),
                         min_size :: non_neg_integer(),
                         max_age :: timeout(),
                         disconnected :: fail | wait,
                         max_idle :: timeout(),
                         failures :: non_neg_integer(),
                         measured :: boolean(),
                         idle :: [{minato_conn:conn(), integer()}],
                         borrowed ::
                             #{pid() => #borrowed{monitor :: reference(), count :: pos_integer()}},
                         waiting :: queue:queue(waiter()),
                         connecting :: non_neg_integer(),
                         backoff :: pos_integer(),
                         counters :: counters:counters_ref()}) ->
                     {noreply,
                      #state{name :: name(),
                             opts :: minato_conn:opts(),
                             size :: pos_integer(),
                             min_size :: non_neg_integer(),
                             max_age :: timeout(),
                             disconnected :: fail | wait,
                             max_idle :: timeout(),
                             failures :: non_neg_integer(),
                             measured :: boolean(),
                             idle :: [{minato_conn:conn(), integer()}],
                             borrowed ::
                                 #{pid() => #borrowed{monitor :: reference(), count :: pos_integer()}},
                             waiting :: queue:queue(waiter()),
                             connecting :: non_neg_integer(),
                             backoff :: pos_integer(),
                             counters :: counters:counters_ref()}}.


      



  



  
    
      
    
    
      init/1



        
          
        

    

  


  

      

          -spec init({name(), opts()}) ->
              {ok,
               #state{name :: name(),
                      opts :: minato_conn:opts(),
                      size :: pos_integer(),
                      min_size :: non_neg_integer(),
                      max_age :: timeout(),
                      disconnected :: fail | wait,
                      max_idle :: timeout(),
                      failures :: non_neg_integer(),
                      measured :: boolean(),
                      idle :: [{minato_conn:conn(), integer()}],
                      borrowed :: #{pid() => #borrowed{monitor :: reference(), count :: pos_integer()}},
                      waiting :: queue:queue(waiter()),
                      connecting :: non_neg_integer(),
                      backoff :: pos_integer(),
                      counters :: counters:counters_ref()}}.


      



  



  
    
      
    
    
      start_link(Name, Opts)



        
          
        

    

  


  

      

          -spec start_link(name(), opts()) -> gen_server:start_ret().


      


Start a pool under a supervisor.

  



  
    
      
    
    
      stats(Name)



        
          
        

    

  


  

      

          -spec stats(name()) -> stats().


      


What the pool holds and what it has done.

  



  
    
      
    
    
      stop(Name)



        
          
        

    

  


  

      

          -spec stop(name()) -> ok.


      


Stop the pool and close every connection it holds.

  



  
    
      
    
    
      terminate/2



        
          
        

    

  


  

      

          -spec terminate(term(),
                #state{name :: name(),
                       opts :: minato_conn:opts(),
                       size :: pos_integer(),
                       min_size :: non_neg_integer(),
                       max_age :: timeout(),
                       disconnected :: fail | wait,
                       max_idle :: timeout(),
                       failures :: non_neg_integer(),
                       measured :: boolean(),
                       idle :: [{minato_conn:conn(), integer()}],
                       borrowed :: #{pid() => #borrowed{monitor :: reference(), count :: pos_integer()}},
                       waiting :: queue:queue(waiter()),
                       connecting :: non_neg_integer(),
                       backoff :: pos_integer(),
                       counters :: counters:counters_ref()}) ->
                   ok.


      



  


        

      


  

    
minato_socket 
    



      
The socket module behind the same calls gen_tcp answers.
The default transport. minato_conn speaks to its transport through
connect/4, send/2, recv/3, close/1, controlling_process/2 and
setopts/2, and this module answers all six on top of the socket NIFs so that
the transport can be chosen per connection with nothing else changing.
transport => inet goes back to gen_tcp.
Why
A send and a read through the inet driver cost about 323 reductions a round
trip: the driver's own layer monitors the port, serialises a reference, hands
the bytes over and waits for a reply message. The same round trip through
socket costs about 97, because a NIF call is a function call.
The other half is the pool. A driver port has a connected process and only that
process may use it, so lending a connection out and taking it back is two
controlling_process/2 calls, which cost about 389 reductions a query - more
than the query itself. A socket handle has an owner too, but only for how long
it lives; any process holding the handle can send and receive on it. Moving that
ownership is a NIF call rather than a port reassignment, and a pool that decided
a borrower's death should cost a reset rather than a connection could stop
moving it at all.
Waiting for bytes without reading
socket has no active mode, so setopts/2 refuses {active, once} rather
than pretending. What it has instead is activate/1: a read that either hands
back what is already here or arranges one message for when there is something.
That is the same arrangement {active, once} is - exactly one message, and the
owner asks again - and it costs no process, because the message goes to whoever
made the call rather than to a reader spawned to forward it.
Windows completes reads rather than selecting on them: the wait answers with the
bytes in the message rather than with permission to go and read them. Both
shapes are here and waiting/0 is either, because the difference belongs to
whoever reads the message, not to whoever waits.
TLS
ssl:connect/3 takes one of these handles, so a connection that asks for TLS
sends its SSLRequest through this module and hands the upgraded socket to
ssl exactly as the driver transport does. What comes back is an ordinary
ssl:sslsocket/0, so nothing below TLS is this module's business afterwards -
including the certificate hash SCRAM binds to.

      


      
        Summary


  
    Types
  


    
      
        socket()

      


        A socket handle.



    


    
      
        waiting()

      


        What activate/1 is waiting on, which is what cancel/2 drops.



    





  
    Functions
  


    
      
        activate(Socket)

      


        Take the bytes that are here, or arrange for a message when there are some.



    


    
      
        cancel(Socket, Waiting)

      


        Drop a waiting arranged by activate/1.



    


    
      
        close(Socket)

      


        Close the socket.



    


    
      
        connect(Host, Port, Opts, Timeout)

      


        Open a connection.



    


    
      
        controlling_process(Socket, Pid)

      


        Hand the socket's lifetime to another process.



    


    
      
        recv(Socket, Length, Timeout)

      


        Read Length bytes, or whatever has arrived when Length is 0.



    


    
      
        send(Socket, Data)

      


        Send every byte, or say why not.



    


    
      
        send/3

      


        Send every byte, or say why not, within Timeout.



    


    
      
        setopts/2

      


        Set what can be set.



    





      


      
        Types


        


  
    
      
    
    
      socket()



        
          
        

    

  


  

      

          -type socket() :: socket:socket().


      


A socket handle.
Unlike a port it is not owned for the purpose of using it: any process holding
one can read and write. It is owned for the purpose of living, and is closed
when that process terminates.

  



  
    
      
    
    
      waiting()



        
          
        

    

  


  

      

          -type waiting() :: socket:select_info() | socket:completion_info().


      


What activate/1 is waiting on, which is what cancel/2 drops.
A select token where the machine says the socket is readable, a completion token
where it hands over the bytes.

  


        

      

      
        Functions


        


  
    
      
    
    
      activate(Socket)



        
          
        

    

  


  

      

          -spec activate(socket()) -> {ok, binary()} | {waiting, waiting()} | {error, term()}.


      


Take the bytes that are here, or arrange for a message when there are some.
{waiting, Waiting} means one message will be sent to the caller, and which
message depends on how the machine waits:
	{'$socket', Socket, select, Handle} says the socket is readable and the
bytes are still in it, so reading is this call again. A wakeup with nothing
behind it therefore re-arms rather than being mistaken for data, which is why
there is one function here and not an arm and a take.
	{'$socket', Socket, completion, {Handle, {ok, Data}}} carries the bytes,
and calling again would ask for the next ones.

The Handle is the one inside Waiting either way. The waiting is registered
for the calling process, so whoever wants the message has to make the call.

  



  
    
      
    
    
      cancel(Socket, Waiting)



        
          
        

    

  


  

      

          -spec cancel(socket(), waiting()) -> ok | pending.


      


Drop a waiting arranged by activate/1.
pending means it was too late and the message is on its way, which matters
where the message carries the bytes: dropping it there would drop them. ok
means nothing is coming.
Bytes still in the socket are not lost either way. The next recv/3 reads them.

  



  
    
      
    
    
      close(Socket)



        
          
        

    

  


  

      

          -spec close(socket()) -> ok.


      


Close the socket.

  



  
    
      
    
    
      connect(Host, Port, Opts, Timeout)



        
          
        

    

  


  

      

          -spec connect(inet:socket_address() | inet:hostname(),
              inet:port_number(),
              [gen_tcp:connect_option()],
              timeout()) ->
                 {ok, socket()} | {error, term()}.


      


Open a connection.
Takes the option list gen_tcp would take, so a caller does not have to know
which transport it got.
Three kinds of option, and the difference is what the option decides.
Read before connecting, because that is the only time they can be honoured:
inet and inet6 choose which address a hostname resolves to; {ip, _} and
{port, _} choose the local end to bind, which is how a multi homed host picks
the interface the server sees.
Set on the socket: {nodelay, _}, {keepalive, _}, {recbuf, _},
{sndbuf, _}, {priority, _}, {reuseaddr, _}, {tos, _},
{bind_to_device, _} and {linger, _}. {send_timeout, _} and
{send_timeout_close, _} belong here in spirit but are read by minato_conn
and applied to send/3, because there is no driver underneath to hold them.
Accepted and ignored, because this module already does them or the thing
they configure does not exist here: binary, {mode, binary},
{active, false}, {packet, raw}, {buffer, _}, {delay_send, _},
{high_watermark, _}, {low_watermark, _}, {exit_on_close, _} and
{show_econnreset, _}. The last five configure a port's send queue and a
port's reporting, and there is no port here.
Anything else is refused rather than silently dropped: this is the default
transport, and an option that did something through the driver must not quietly
stop doing it here.
The lists above are what callers pass, not what a socket happens to be settable
to. Getting that backwards is how inet came to be refused, which broke every
deployment that names its address family - so when a real caller passes
something missing, the answer is to add it here rather than to tell them to
stop.

  



  
    
      
    
    
      controlling_process(Socket, Pid)



        
          
        

    

  


  

      

          -spec controlling_process(socket(), pid()) -> ok | {error, term()}.


      


Hand the socket's lifetime to another process.
A socket handle has an owner, but only for how long it lives: it is closed when
that process terminates. Reading and writing need no ownership at all, which a
port does, so lending a connection out could stop moving ownership entirely and
let the lender keep it - a borrower that dies would then cost a connection reset
rather than a connection. That belongs to whoever lends, so this answers the
call gen_tcp answers, and answers it with one NIF rather than a port
reassignment.

  



  
    
      
    
    
      recv(Socket, Length, Timeout)



        
          
        

    

  


  

      

          -spec recv(socket(), non_neg_integer(), timeout()) -> {ok, binary()} | {error, term()}.


      


Read Length bytes, or whatever has arrived when Length is 0.
A timeout of 0 is the non-blocking probe minato_conn:usable/1 makes, and
answers {error, timeout} when nothing is waiting.

  



  
    
      
    
    
      send(Socket, Data)



        
          
        

    

  


  

      

          -spec send(socket(), iodata()) -> ok | {error, term()}.


      


Send every byte, or say why not.
A send with no deadline blocks until the whole of it has gone, but the call can
still answer with what is left rather than with ok, so what is left is sent.

  



  
    
      
    
    
      send/3



        
          
        

    

  


  

      

          -spec send(socket(), iodata(), timeout()) -> ok | {error, term()}.


      


Send every byte, or say why not, within Timeout.
The deadline is for the whole of it rather than for each attempt, because a
peer that accepts one byte per attempt would otherwise never time out. What is
left when the deadline passes is not sent and not retried: a Query the server
has half of is a connection that has to be given up on, which is what
send_timeout is for.

  



  
    
      
    
    
      setopts/2



        
          
        

    

  


  

      

          -spec setopts(socket(), [term()]) -> ok | {error, term()}.


      


Set what can be set.
{active, _} is refused; see the module note. So is an option this module has
no answer for, because the alternative is a connection that was configured and
silently was not.

  


        

      


  

    
minato_sup 
    



      
The supervisor over the pools.
Pools declared in the application environment are started here, so an
application whose database is not up yet still starts: a pool is up before it
has connections, and fills in the background.
{minato, [{pools, #{main => #{size => 10, connection => #{user => ~"minato"}}}},
          {listeners, #{events => #{connection => #{user => ~"minato"}}}}]}
start_pool/2 and start_listener/2 add one at run time. A pool is one_for_one and permanent: it
holds sockets, and a pool that died and stayed dead would take every caller with
it.

      


      
        Summary


  
    Functions
  


    
      
        start_link()

      


        Start the supervisor and every pool the environment declares.



    


    
      
        start_listener(Name, Opts)

      


        Add a listener at run time.



    


    
      
        start_pool(Name, Opts)

      


        Add a pool at run time.



    


    
      
        stop_listener(Name)

      


        Stop a listener and forget it.



    


    
      
        stop_pool(Name)

      


        Stop a pool and forget it.



    





      


      
        Functions


        


  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          -spec start_link() -> supervisor:startlink_ret().


      


Start the supervisor and every pool the environment declares.

  



  
    
      
    
    
      start_listener(Name, Opts)



        
          
        

    

  


  

      

          -spec start_listener(minato_listener:name(), minato_listener:opts()) -> supervisor:startchild_ret().


      


Add a listener at run time.

  



  
    
      
    
    
      start_pool(Name, Opts)



        
          
        

    

  


  

      

          -spec start_pool(minato_pool:name(), minato_pool:opts()) -> supervisor:startchild_ret().


      


Add a pool at run time.

  



  
    
      
    
    
      stop_listener(Name)



        
          
        

    

  


  

      

          -spec stop_listener(minato_listener:name()) -> ok | {error, not_found}.


      


Stop a listener and forget it.

  



  
    
      
    
    
      stop_pool(Name)



        
          
        

    

  


  

      

          -spec stop_pool(minato_pool:name()) -> ok | {error, not_found}.


      


Stop a pool and forget it.

  


        

      


  

    
minato_telemetry 
    



      
Every event minato emits, in one module.
Instrumentation belongs in one place for the same reason the protocol codec
does: the event names, the measurements and the metadata keys are a contract
with whoever is collecting them, and a contract spread across eight call sites
drifts. Everything here is telemetry, which is what an OpenTelemetry bridge,
a Prometheus exporter and a logger handler all already know how to read.
The events
Spans follow the telemetry:span/3 shape, so each is three events - start,
stop, and exception when the work raised - and stop carries a duration
in native units.
	event	when
	[minato, connect, start\|stop\|exception]	opening a connection, including TLS and authentication
	[minato, query, start\|stop\|exception]	one statement, whichever query path ran it
	[minato, checkout, start\|stop\|exception]	borrowing a connection, so duration is the time spent waiting for one
	[minato, connection, opened]	a pool connection became available
	[minato, connection, closed]	a pool connection was closed, with why
	[minato, notification, received]	LISTEN delivered something
	[minato, listener, reconnected]	a listener lost its connection and resubscribed, so notifications were missed

What is in the metadata, and what is never
sql is present when minato was configured with log_statements => true,
and absent otherwise. A statement is not a secret but it is close to one:
SELECT * FROM users WHERE email = $1 in a log is fine, and the same statement
written by a caller that pasted the value in is a leak. Parameters are never in
an event, in any configuration, for the same reason - they are the values
themselves.
Passwords never reach this module at all. See minato_conn for where they
stop.
Attaching
telemetry:attach(<<"minato-slow">>, [minato, query, stop], fun
    (_Event, #{duration := Duration}, #{command := Command}, _Config) ->
        case erlang:convert_time_unit(Duration, native, millisecond) of
            Slow when Slow > 100 -> logger:warning(#{slow_query => Command, ms => Slow});
            _Fast -> ok
        end
end, undefined).

      


      
        Summary


  
    Types
  


    
      
        measurements()

      


        The measurements an event carries. Durations are in native time units.



    


    
      
        metadata()

      


        The metadata a caller attaches to an event: atoms to whatever they carry.



    





  
    Functions
  


    
      
        event(Name, Metadata)

      


        event/3 with no measurements beyond the time it happened.



    


    
      
        event(Name, Measurements, Metadata)

      


        Emit one event.



    


    
      
        span(Name, Metadata, Fun)

      


        Run a function as a span: start, then stop or exception.



    


    
      
        statements()

      


        Whether statements may be put in events and logs.



    


    
      
        statements(Sql)

      


        Add the statement to metadata, if statements may be logged at all.



    





      


      
        Types


        


  
    
      
    
    
      measurements()



        
          
        

    

  


  

      

          -type measurements() :: #{atom() => number()}.


      


The measurements an event carries. Durations are in native time units.

  



  
    
      
    
    
      metadata()



        
          
        

    

  


  

      

          -type metadata() :: #{atom() => term()}.


      


The metadata a caller attaches to an event: atoms to whatever they carry.

  


        

      

      
        Functions


        


  
    
      
    
    
      event(Name, Metadata)



        
          
        

    

  


  

      

          -spec event([atom()], metadata()) -> ok.


      


event/3 with no measurements beyond the time it happened.

  



  
    
      
    
    
      event(Name, Measurements, Metadata)



        
          
        

    

  


  

      

          -spec event([atom()], measurements(), metadata()) -> ok.


      


Emit one event.

  



  
    
      
    
    
      span(Name, Metadata, Fun)



        
          
        

    

  


  

      

          -spec span([atom()], metadata(), fun(() -> {dynamic(), metadata()})) -> dynamic().


      


Run a function as a span: start, then stop or exception.
The function answers {Result, ExtraMetadata}, and the extra metadata is merged
into the stop event, which is how a query reports the command it turned out to
be and how many rows it returned. The result is whatever the function returned,
which is why it is untyped here: this module carries answers without knowing
what they are.

  



  
    
      
    
    
      statements()



        
          
        

    

  


  

      

          -spec statements() -> boolean().


      


Whether statements may be put in events and logs.
Off unless the minato application environment says log_statements is true.
Read once per call rather than cached, because an operator turning it on to
diagnose something at three in the morning should not have to restart anything.

  



  
    
      
    
    
      statements(Sql)



        
          
        

    

  


  

      

          -spec statements(iodata()) -> metadata().


      


Add the statement to metadata, if statements may be logged at all.

  


        

      


  

    
minato_txn 
    



      
Transactions on a connection.
A transaction is session state rather than a statement, which is why it is here
rather than in minato_query: every statement between BEGIN and COMMIT
has to run on the same connection, and a client where that is not guaranteed
has a transaction only by accident.
{ok, Value, Conn1} = minato_txn:transaction(Conn, fun(Open) ->
    {ok, _Result, Written} = minato_query:query(Open, ~"INSERT INTO t VALUES ($1)", [1]),
    {ok, done, Written}
end).
The function is given the connection and returns one back, because everything in
this client threads the connection through. Returning {rollback, Reason, Conn}
rolls back and reports Reason; raising rolls back and re-raises.
A COMMIT the server turns into a ROLLBACK
PostgreSQL answers COMMIT with the tag ROLLBACK when the transaction had
already failed. Nothing was written, and a client that reads only "the COMMIT
succeeded" reports success for work the server threw away. That is the failure
mode that makes a job queue run a job twice or an ledger lose an entry, so
commit/1 compares the tag it got with the statement it sent and answers
{error, transaction_rolled_back, Conn} when they disagree.
ReadyForQuery carries the same news in its status byte, and status/1 reports
it: idle outside a transaction, transaction inside a good one, failed
inside one where a statement has already errored and everything further will be
rejected until it is rolled back.
Savepoints
savepoint/2 and rollback_to/2 are the nested case. There is no nested
transaction/2, because SQL has no nested BEGIN: a second BEGIN inside a
transaction is a warning and a no-op, and a client that hid that would report a
rollback the server never did.

      


      
        Summary


  
    Types
  


    
      
        conn()

      


    


    
      
        error()

      


        What went wrong. transaction_rolled_back is a COMMIT the server refused.



    


    
      
        outcome()

      


        What the caller's function answers with.



    





  
    Functions
  


    
      
        commit(Conn)

      


        Commit a transaction.



    


    
      
        open(Conn)

      


        Begin a transaction.



    


    
      
        release(Conn, Name)

      


        Forget a savepoint, keeping everything done since it.



    


    
      
        rollback(Conn)

      


        Roll a transaction back. A connection with nothing open is left as it is.



    


    
      
        rollback_to(Conn, Name)

      


        Undo everything since a savepoint, keeping the transaction open.



    


    
      
        savepoint(Conn, Name)

      


        Name a point inside the transaction that rollback_to/2 can return to.



    


    
      
        status(Conn)

      


        What the server last said about the transaction on this connection.



    


    
      
        transaction(Conn, Fun)

      


        Run a function inside a transaction.



    





      


      
        Types


        


  
    
      
    
    
      conn()



        
          
        

    

  


  

      

          -type conn() :: minato_conn:conn().


      



  



  
    
      
    
    
      error()



        
          
        

    

  


  

      

          -type error() :: minato_query:error() | transaction_rolled_back.


      


What went wrong. transaction_rolled_back is a COMMIT the server refused.

  



  
    
      
    
    
      outcome()



        
          
        

    

  


  

      

          -type outcome() :: {ok, term(), conn()} | {rollback, term(), conn()} | {error, error()}.


      


What the caller's function answers with.
{ok, Value, Conn} commits and {rollback, Reason, Conn} rolls back, both
handing back the connection they finished with. {error, Reason} has no
connection in it and is for the case where there is nothing left to finish the
transaction on: a statement that failed at the socket rather than at the server.
Neither COMMIT nor ROLLBACK is attempted for it.

  


        

      

      
        Functions


        


  
    
      
    
    
      commit(Conn)



        
          
        

    

  


  

      

          -spec commit(conn()) -> {ok, conn()} | {error, error(), conn()} | {error, error()}.


      


Commit a transaction.
{error, transaction_rolled_back, Conn} is a server that answered the COMMIT
with ROLLBACK because the transaction had already failed. Nothing was written.

  



  
    
      
    
    
      open(Conn)



        
          
        

    

  


  

      

          -spec open(conn()) -> {ok, conn()} | {error, error(), conn()} | {error, error()}.


      


Begin a transaction.

  



  
    
      
    
    
      release(Conn, Name)



        
          
        

    

  


  

      

          -spec release(conn(), binary()) -> {ok, conn()} | {error, error(), conn()} | {error, error()}.


      


Forget a savepoint, keeping everything done since it.

  



  
    
      
    
    
      rollback(Conn)



        
          
        

    

  


  

      

          -spec rollback(conn()) -> {ok, conn()} | {error, error(), conn()} | {error, error()}.


      


Roll a transaction back. A connection with nothing open is left as it is.

  



  
    
      
    
    
      rollback_to(Conn, Name)



        
          
        

    

  


  

      

          -spec rollback_to(conn(), binary()) -> {ok, conn()} | {error, error(), conn()} | {error, error()}.


      


Undo everything since a savepoint, keeping the transaction open.
This is what makes a failed statement recoverable: a transaction that has
errored rejects everything until it is rolled back, and rolling back to a
savepoint taken before the statement clears that without losing the work before
it.

  



  
    
      
    
    
      savepoint(Conn, Name)



        
          
        

    

  


  

      

          -spec savepoint(conn(), binary()) -> {ok, conn()} | {error, error(), conn()} | {error, error()}.


      


Name a point inside the transaction that rollback_to/2 can return to.

  



  
    
      
    
    
      status(Conn)



        
          
        

    

  


  

      

          -spec status(conn()) -> minato_protocol:transaction_status().


      


What the server last said about the transaction on this connection.
failed is a transaction in which a statement has already errored: every
further statement is rejected until it is rolled back.

  



  
    
      
    
    
      transaction(Conn, Fun)



        
          
        

    

  


  

      

          -spec transaction(conn(), fun((conn()) -> outcome())) ->
                     {ok, term(), conn()} |
                     {rollback, term(), conn()} |
                     {error, error(), conn()} |
                     {error, error()}.


      


Run a function inside a transaction.
BEGIN first, the function next, then COMMIT for {ok, Value, Conn} and
ROLLBACK for {rollback, Reason, Conn}. An exception rolls back and is
re-raised, so a throw out of the middle of a transaction cannot leave the
connection holding an open one.
Answers {error, transaction_rolled_back, Conn} when the server turned the
COMMIT into a ROLLBACK, which is the case a caller must not read as success.
A function that answers {error, Reason} reports a connection that is gone: no
COMMIT and no ROLLBACK is attempted, because there is nothing to attempt
them on, and the failure is passed straight back.

  


        

      


  

    
minato 
    



      
The interface a caller uses: a pool, and queries against it.
{ok, _Pid} = minato:start_pool(main, #{size => 10,
                                       connection => #{host => "localhost",
                                                       user => ~"minato",
                                                       password => ~"minato",
                                                       database => ~"minato_test"}}),
{ok, #{rows := [{42}]}} = minato:query(main, ~"SELECT $1::int4", [42]).
Every function here borrows a connection, uses it, and gives it back. The
connection layer underneath threads a connection through each call, because the
caller owns the socket; this module hides that for the ordinary case and with/2
hands it to callers who need several statements on one connection.
Pools can also be declared in the application environment, which is what an
application that wants its pool up before anything asks for it needs:
{minato, [{pools, #{main => #{size => 10, connection => #{user => ~"minato"}}}}]}
What a caller gets back
{ok, Result} or {error, Reason}, with no connection in it. A statement that
failed on the server gives {error, {pgsql_error, Fields}} and the connection
goes back to the pool, because a failed statement is a normal outcome. A
connection that failed underneath gives {error, {socket, Reason}} and is
closed and replaced rather than lent to somebody else.
Transactions
transaction/2 borrows one connection for the whole of the function, which is
what makes it a transaction rather than a sequence of statements that happen to
be nearby. The function is handed the connection and hands it back, since
statements inside a transaction have to run on that one.

      


      
        Summary


  
    Types
  


    
      
        answer(Value)

      


        What a call answers with once the connection has gone back to the pool.



    


    
      
        conn()

      


    


    
      
        pool()

      


        A pool name, as given to start_pool/2 or declared in the environment.



    





  
    Functions
  


    
      
        give_away(Pool, Conn, Pid)

      


        Hand a borrowed connection to another process.



    


    
      
        health(Pool)

      


        health/2 with a one second budget.



    


    
      
        health(Pool, Timeout)

      


        Ask whether this pool can reach the database right now.



    


    
      
        listen(Listener, Channel)

      


        Subscribe the calling process to a channel.



    


    
      
        query(Pool, Sql, Parameters)

      


        query/4 with the default decoding options.



    


    
      
        query(Pool, Sql, Parameters, Opts)

      


        Run one statement with parameters.



    


    
      
        simple(Pool, Sql)

      


        simple/3 with the default decoding options.



    


    
      
        simple(Pool, Sql, Opts)

      


        Run statements through the simple query protocol, with no parameters.



    


    
      
        start_listener(Name, Opts)

      


        Start a listener and keep it under minato's supervisor.



    


    
      
        start_pool(Name, Opts)

      


        Start a pool and keep it under minato's supervisor.



    


    
      
        stats(Pool)

      


        What the pool holds and what it has done.



    


    
      
        stop_listener(Name)

      


        Stop a listener and close its connection.



    


    
      
        stop_pool(Name)

      


        Stop a pool and close every connection it holds.



    


    
      
        transaction(Pool, Fun)

      


        Run a function inside a transaction, on one borrowed connection.



    


    
      
        unlisten(Listener, Channel)

      


        Stop the calling process's subscription.



    


    
      
        with(Pool, Fun)

      


        Borrow a connection for as long as the function needs it.



    





      


      
        Types


        


  
    
      
    
    
      answer(Value)



        
          
        

    

  


  

      

          -type answer(Value) :: {ok, Value} | {error, term()}.


      


What a call answers with once the connection has gone back to the pool.

  



  
    
      
    
    
      conn()



        
          
        

    

  


  

      

          -type conn() :: minato_conn:conn().


      



  



  
    
      
    
    
      pool()



        
          
        

    

  


  

      

          -type pool() :: minato_pool:name().


      


A pool name, as given to start_pool/2 or declared in the environment.

  


        

      

      
        Functions


        


  
    
      
    
    
      give_away(Pool, Conn, Pid)



        
          
        

    

  


  

      

          -spec give_away(pool(), conn(), pid()) -> ok | {error, term()}.


      


Hand a borrowed connection to another process.
The socket moves and the pool starts watching the new owner instead of the
caller, so a connection outlives the process that borrowed it when that is what
was meant. The connection term is the caller's to send on; a receiver that is
sent one without this call holds a term whose socket is somebody else's.

  



  
    
      
    
    
      health(Pool)



        
          
        

    

  


  

      

          -spec health(pool()) -> ok | {error, term()}.


      


health/2 with a one second budget.

  



  
    
      
    
    
      health(Pool, Timeout)



        
          
        

    

  


  

      

          -spec health(pool(), timeout()) -> ok | {error, term()}.


      


Ask whether this pool can reach the database right now.
Borrows a connection and runs SELECT 1 on it, both inside the timeout, so a
pool that is up but has no connections, one whose connections have all been
taken, and one whose server has gone away all answer {error, _} rather than
ok.
This is the readiness probe. It is deliberately not a liveness probe: a pool
that cannot reach its database is not broken, it is waiting, and restarting the
node for it turns a database outage into an outage of everything. Report it as
not ready, keep the process alive, and let the pool reconnect.

  



  
    
      
    
    
      listen(Listener, Channel)



        
          
        

    

  


  

      

          -spec listen(minato_listener:name(), binary()) -> ok | {error, term()}.


      


Subscribe the calling process to a channel.
Notifications arrive as {minato_notification, Channel, Payload, From}, and a
reconnect arrives as {minato_listener, Name, resubscribed} - which means
notifications were missed, because NOTIFY has no replay. See
minato_listener.

  



  
    
      
    
    
      query(Pool, Sql, Parameters)



        
          
        

    

  


  

      

          -spec query(pool(), iodata(), [term()]) -> answer(minato_protocol:result()).


      


query/4 with the default decoding options.

  



  
    
      
    
    
      query(Pool, Sql, Parameters, Opts)



        
          
        

    

  


  

      

          -spec query(pool(), iodata(), [term()], minato_query:opts()) -> answer(minato_protocol:result()).


      


Run one statement with parameters.
The extended protocol, so the parameters are parameters and nothing is pasted
into the SQL. See minato_query for what the result holds and which wire
formats are asked for.
The statement is parsed once per connection and kept, so the same SQL costs one
round trip after the first on each connection in the pool. minato_query:cached/4
documents what fills that cache and what happens when it is full.

  



  
    
      
    
    
      simple(Pool, Sql)



        
          
        

    

  


  

      

          -spec simple(pool(), iodata()) -> answer([minato_protocol:result()]).


      


simple/3 with the default decoding options.

  



  
    
      
    
    
      simple(Pool, Sql, Opts)



        
          
        

    

  


  

      

          -spec simple(pool(), iodata(), minato_query:opts()) -> answer([minato_protocol:result()]).


      


Run statements through the simple query protocol, with no parameters.
One result per statement. For DDL, SET, and anything else with no values in
it; a statement with a value in it belongs in query/3.

  



  
    
      
    
    
      start_listener(Name, Opts)



        
          
        

    

  


  

      

          -spec start_listener(minato_listener:name(), minato_listener:opts()) -> supervisor:startchild_ret().


      


Start a listener and keep it under minato's supervisor.
A listener holds one connection of its own, because LISTEN is session state
and a pooled connection would deliver notifications to whichever caller happened
to hold it next.

  



  
    
      
    
    
      start_pool(Name, Opts)



        
          
        

    

  


  

      

          -spec start_pool(pool(), minato_pool:opts()) -> supervisor:startchild_ret().


      


Start a pool and keep it under minato's supervisor.
The pool is up before it has connections: they are opened in the background and
retried with backoff, so an application that starts before its database starts
anyway and the first query waits.

  



  
    
      
    
    
      stats(Pool)



        
          
        

    

  


  

      

          -spec stats(pool()) -> minato_pool:stats().


      


What the pool holds and what it has done.

  



  
    
      
    
    
      stop_listener(Name)



        
          
        

    

  


  

      

          -spec stop_listener(minato_listener:name()) -> ok | {error, not_found}.


      


Stop a listener and close its connection.

  



  
    
      
    
    
      stop_pool(Name)



        
          
        

    

  


  

      

          -spec stop_pool(pool()) -> ok | {error, not_found}.


      


Stop a pool and close every connection it holds.

  



  
    
      
    
    
      transaction(Pool, Fun)



        
          
        

    

  


  

      

          -spec transaction(pool(), fun((conn()) -> minato_txn:outcome())) ->
                     {ok, term()} | {rollback, term()} | {error, term()}.


      


Run a function inside a transaction, on one borrowed connection.
minato:transaction(main, fun(Conn) ->
    {ok, _Result, Written} = minato_query:query(Conn, ~"INSERT INTO t VALUES ($1)", [1]),
    {ok, done, Written}
end).
{ok, Value} for a committed transaction, {rollback, Reason} for one the
function asked to roll back, and {error, transaction_rolled_back} for a
COMMIT the server turned into a ROLLBACK, which is not success. See
minato_txn.

  



  
    
      
    
    
      unlisten(Listener, Channel)



        
          
        

    

  


  

      

          -spec unlisten(minato_listener:name(), binary()) -> ok | {error, term()}.


      


Stop the calling process's subscription.

  



  
    
      
    
    
      with(Pool, Fun)



        
          
        

    

  


  

      

          -spec with(pool(), fun((conn()) -> {keep, Value, conn()} | {discard, Value})) -> Value | {error, term()}.


      


Borrow a connection for as long as the function needs it.
The function is handed the connection and answers {keep, Value, Conn} with the
connection it finished with, or {discard, Value} for a connection that should
not be lent to anybody else. An exception discards the connection and is
re-raised, because a connection abandoned part way through a result set has
bytes on it that nobody has read.

  


        

      


  

    
minato_auth 
    



      
The authentication exchange, as a fold over the messages the server sends.
minato_protocol decodes an Authentication* message; this module decides
what to answer with. It does no I/O and starts no process, so the whole cycle,
including the ones that need several round trips, can be driven in a test
without a socket.
State = minato_auth:init(#{user => ~"minato", password => ~"pencil"}),
{send, Reply, Next} = minato_auth:step(Message, State),
%% write minato_protocol:encode(Reply), read the next message, step again
step/2 answers one of three things:
	{send, Reply, State} to write Reply and wait for the next message
	{continue, State} when the server's message needed no answer, which is what
AuthenticationSASLFinal is
	authenticated on AuthenticationOk, after which the caller reads
ParameterStatus, BackendKeyData and ReadyForQuery as usual

An ErrorResponse from the server is not handled here. It is an ordinary
decoded message and the caller branches on it: a wrong password arrives that
way, not as an exception.
A started SASL exchange has to finish
AuthenticationOk is refused while a SCRAM exchange is outstanding, and that
refusal is load bearing rather than tidiness. The check that authenticates the
server to the client lives in AuthenticationSASLFinal, so a server that cannot
produce a valid ServerSignature has an obvious move available: send
AuthenticationOk instead and never send the final message at all. A client
that accepted it would have proved itself to an impostor and gone on to send it
queries, which is exactly the outcome verifying the signature is meant to
prevent. Only an exchange that reached verified, or one that never started
because the server asked for no password, ends in authenticated.
Changing method part way through is refused for the same reason. A server that
opened with AuthenticationSASL and then asks for a cleartext password, or for
MD5, is asking the client to hand over something weaker than the exchange it
already began, which is what a man in the middle who cannot finish SCRAM would
do next.
That guard is worth having but it is not a policy. A server that asks for
cleartext in its very first message is answered, because that is what
supporting cleartext means, and minato has no way yet to be told which methods
are acceptable. A require_auth style option belongs with the connection layer,
along with TLS, since both are decisions about the transport rather than about
the exchange.
Methods
	Server asks for	minato answers with
	AuthenticationOk	nothing, the cycle is over
	AuthenticationCleartextPassword	the password, unmodified
	AuthenticationMD5Password	the salted MD5 digest
	AuthenticationSASL	SCRAM-SHA-256, through minato_scram

SCRAM-SHA-256 is the one that matters: it is what password_encryption has
defaulted to since PostgreSQL 14, and CloudNativePG issues nothing else. The
other two are here because a PostgreSQL is not always a recent PostgreSQL, and
they cost a handful of lines each.
MD5 is broken as a hash and PostgreSQL has deprecated it, so a server asking for
it is one to reconfigure rather than one to trust. minato answers anyway,
because refusing would only mean a connection that cannot be made at all,
whereas the server has already decided what it will accept.
GSSAPI, SSPI and the rest of the Authentication codes never reach this module:
minato_protocol models the four above and raises on any other code as it
decodes, because there is no useful reply to build and a message silently passed
on would look to a caller like a hung connection. A message that is not an
authentication message at all raises here, for the same reason.
Channel binding
SCRAM-SHA-256-PLUS is chosen when the server offers it and the caller supplied
channel_binding_data, which is the hash of the server's certificate and comes
from the connection layer, since only it has the TLS session.
channel_binding => require refuses to authenticate at all without it. prefer
takes it when both sides have it, and falls back to plain SCRAM with a y,,
header, which tells a server that does support binding that its mechanism list
was stripped on the way. disable never binds. See minato_scram for what
each header means.

      


      
        Summary


  
    Types
  


    
      
        channel_binding()

      


        What to do about channel binding.



    


    
      
        credentials()

      


        Who to authenticate as.



    


    
      
        report()

      


        The map carried by an error({minato_auth, Report}) exception.



    


    
      
        state()

      


        The exchange so far. Never holds anything derived from the password.



    


    
      
        step()

      


        What to do with the message that was just decoded.



    





  
    Functions
  


    
      
        init/1

      


        Begin an authentication exchange.



    


    
      
        step/2

      


        Answer one Authentication* message.



    





      


      
        Types


        


  
    
      
    
    
      channel_binding()



        
          
        

    

  


  

      

          -type channel_binding() :: prefer | require | disable.


      


What to do about channel binding.
prefer uses SCRAM-SHA-256-PLUS when the server offers it and there is
binding data to use, and plain SCRAM otherwise. require refuses to
authenticate without it. disable never binds.
prefer still tells the truth in the gs2 header: a client with binding data
whose server did not offer -PLUS sends y,,, which is how a server that did
offer it detects the mechanism list being stripped on the way.

  



  
    
      
    
    
      credentials()



        
          
        

    

  


  

      

          -type credentials() ::
          #{user := binary(),
            password => binary(),
            scram => minato_scram:opts(),
            channel_binding => channel_binding(),
            channel_binding_data => binary()}.


      


Who to authenticate as.
#{user := binary(),
  password => binary(),
  scram => minato_scram:opts()}
password is absent for a server that asks for none, and a server that then
asks for one raises rather than sending an empty string. scram is passed to
minato_scram and is only worth setting for a server deliberately configured
away from its iteration count defaults.

  



  
    
      
    
    
      report()



        
          
        

    

  


  

      

          -type report() :: #{message := term(), reason := term(), data := term()}.


      


The map carried by an error({minato_auth, Report}) exception.

  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          -opaque state()


      


The exchange so far. Never holds anything derived from the password.

  



  
    
      
    
    
      step()



        
          
        

    

  


  

      

          -type step() :: {send, minato_protocol:frontend(), state()} | {continue, state()} | authenticated.


      


What to do with the message that was just decoded.

  


        

      

      
        Functions


        


  
    
      
    
    
      init/1



        
          
        

    

  


  

      

          -spec init(credentials()) -> state().


      


Begin an authentication exchange.
Nothing is sent and nothing is derived yet: the server has not said what it
wants, and every method but one needs something from it first.

  



  
    
      
    
    
      step/2



        
          
        

    

  


  

      

          -spec step(minato_protocol:backend(), state()) -> step().


      


Answer one Authentication* message.
Raises error({minato_auth, t:report/0}) when the server asks for a method
minato does not implement, when it asks for a password that was not configured,
when it offers no SASL mechanism minato can speak, or when a SASL message
arrives outside an exchange. Raises error({minato_scram, _}) for a server that
breaks SCRAM or fails to prove itself; see minato_scram.

  


        

      


  

    
minato_codec 
    



      
Erlang terms to PostgreSQL wire bytes and back, for both the binary and the text
wire format.
This module is pure. It does no I/O, starts no process, reads no ETS table and
keeps no state, so a codec can be tested exhaustively without a database and
reused wherever the bytes come from.
The two formats
PostgreSQL will send and accept every value in either a binary or a text
representation, chosen per parameter and per result column. minato implements
both. Binary is what the protocol layer asks for on the types it knows;
text is what makes an unknown type still usable, because any value at all can be
carried as its text representation.
preferred_format/1 says which format to request for a given OID.
NULL
null is the NULL sentinel in both directions, and it is the only one.
NULL is not a value in the wire format: it is a length of -1 where the bytes
would be. encode/4 therefore returns the atom null rather than iodata()
when the value is null, and the caller writing the message body turns that
into a length of -1. decode/4 accepts null in the same place and returns
null.
Errors
Every function in this module either returns a value or raises. A codec failure
is error({minato_codec, Report}), where Report is a map with type,
reason and value keys.
Raising rather than returning {error, _} is deliberate: decoding a result set
calls decode/4 once per cell, and a failure there means the bytes disagree
with the OID the server itself announced, which is a bug and not a condition to
branch on. One try around a whole row costs nothing, a tagged tuple per cell
does.
Options
#{uuid_format => string | binary,
  datetime_format => datetime | microseconds,
  numeric_format => binary | float}
All three are decode-time options; encoding accepts every form regardless.
	numeric_format defaults to binary, giving the exact decimal text
PostgreSQL sent. float converts it, which loses exactness and is the right
answer for an average or a ratio and the wrong one for money. A client that
did this by default would be quietly lossy about the one type chosen for not
being lossy, which is why it has to be asked for.
	uuid_format defaults to string, giving the 36 character hyphenated form.
binary gives the 16 raw bytes.
	datetime_format defaults to datetime, giving {Hour, Minute, Second} and
{{Year, Month, Day}, {Hour, Minute, Second}} tuples with sub-second
precision discarded. microseconds is lossless and gives integers. See
minato_codec_datetime for exactly how the two differ.

Types covered
bool, bytea, int2, int4, int8, float4, float8, numeric, text,
varchar, json, jsonb, uuid, date, time, timestamp, timestamptz,
and the array type of each of them.
Examples
1> minato_codec:encode(23, 42, binary).
<<0,0,0,42>>
2> minato_codec:decode(23, <<0,0,0,42>>, binary).
42
3> minato_codec:decode(1009, ~"{a,NULL,\"b,c\"}", text).
[<<"a">>,null,<<"b,c">>]
4> minato_codec:encode(2950, ~"0196f0a9-1c4f-7e21-9b3a-6d2c5e8f1a44", binary).
<<1,150,240,169,28,79,126,33,155,58,109,44,94,143,26,68>>

      


      
        Summary


  
    Types
  


    
      
        date()

      


        A calendar date, the shape of calendar:date/0 without the range refinements.



    


    
      
        datetime()

      


        A date and a time, the shape of calendar:datetime/0.



    


    
      
        decoder()

      


        One column's type resolution, from decoder/3.



    


    
      
        format()

      


        Which of the two PostgreSQL wire representations a call is about.



    


    
      
        opts()

      


        Decode-time options. See the module documentation.



    


    
      
        report()

      


        The map carried by an error({minato_codec, Report}) exception.



    


    
      
        time()

      


        A wall clock time, the shape of calendar:time/0 without the range refinements.



    


    
      
        value()

      


        Every Erlang shape a codec in minato produces or accepts.



    





  
    Functions
  


    
      
        bad(Type, Reason, Value)

      


        Raise a codec failure.



    


    
      
        decode/2

      


        Decode one value with a decoder from decoder/3.



    


    
      
        decode(Oid, Bin, Format)

      


        decode/4 with the default options.



    


    
      
        decode/4

      


        Decode wire bytes of the type named by Oid to an Erlang term.



    


    
      
        decoder(Oid, Format, Opts)

      


        A decoder is the type resolution for one column, done once.



    


    
      
        encode(Oid, Value, Format)

      


        encode/4 with the default options.



    


    
      
        encode/4

      


        Encode an Erlang term to the wire bytes of the type named by Oid.



    


    
      
        preferred_format(Oid)

      


        The wire format to request for a column or parameter of this type.



    


    
      
        supports(Oid)

      


        Whether minato has a codec for this OID.



    


    
      
        to_binary(Type, Value)

      


        Flatten a value the caller offered as iodata() into a binary.



    





      


      
        Types


        


  
    
      
    
    
      date()



        
          
        

    

  


  

      

          -type date() :: {integer(), integer(), integer()}.


      


A calendar date, the shape of calendar:date/0 without the range refinements.

  



  
    
      
    
    
      datetime()



        
          
        

    

  


  

      

          -type datetime() :: {date(), time()}.


      


A date and a time, the shape of calendar:datetime/0.

  



  
    
      
    
    
      decoder()



        
          
        

    

  


  

      

          -opaque decoder()


      


One column's type resolution, from decoder/3.
The tag names the codec module rather than the shape of the type, because
choosing between them is the only work left once the name is known, and a
result set asks the same question once per value. Resolving it here means
decode/2 is one call rather than a walk through every name that needs a
codec of its own.

  



  
    
      
    
    
      format()



        
          
        

    

  


  

      

          -type format() :: binary | text.


      


Which of the two PostgreSQL wire representations a call is about.

  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          -type opts() ::
          #{uuid_format => string | binary,
            numeric_format => binary | float,
            datetime_format => datetime | microseconds}.


      


Decode-time options. See the module documentation.

  



  
    
      
    
    
      report()



        
          
        

    

  


  

      

          -type report() :: #{type := term(), reason := term(), value := term()}.


      


The map carried by an error({minato_codec, Report}) exception.

  



  
    
      
    
    
      time()



        
          
        

    

  


  

      

          -type time() :: {integer(), integer(), integer()}.


      


A wall clock time, the shape of calendar:time/0 without the range refinements.

  



  
    
      
    
    
      value()



        
          
        

    

  


  

      

          -type value() ::
          null |
          boolean() |
          integer() |
          float() |
          binary() |
          nan | infinity | neg_infinity |
          date() |
          datetime() |
          [value()].


      


Every Erlang shape a codec in minato produces or accepts.

  


        

      

      
        Functions


        


  
    
      
    
    
      bad(Type, Reason, Value)



        
          
        

    

  


  

      

          -spec bad(term(), term(), term()) -> no_return().


      


Raise a codec failure.
Exported so that the codec modules share one exception shape. Not part of the
API a caller of minato uses.

  



  
    
      
    
    
      decode/2



        
          
        

    

  


  

      

          -spec decode(decoder(), binary() | null) -> value().


      


Decode one value with a decoder from decoder/3.

  



  
    
      
    
    
      decode(Oid, Bin, Format)



        
          
        

    

  


  

      

          -spec decode(minato_oid:oid(), binary() | null, format()) -> value().


      


decode/4 with the default options.

  



  
    
      
    
    
      decode/4



        
          
        

    

  


  

      

          -spec decode(minato_oid:oid(), binary() | null, format(), opts()) -> value().


      


Decode wire bytes of the type named by Oid to an Erlang term.
null in, null out. Raises error({minato_codec, t:report/0}) when the bytes
do not fit the type.
For an OID minato has no codec for, the text format returns the bytes unchanged
so the caller can parse them, and the binary format raises.

  



  
    
      
    
    
      decoder(Oid, Format, Opts)



        
          
        

    

  


  

      

          -spec decoder(minato_oid:oid(), format(), opts()) -> decoder().


      


A decoder is the type resolution for one column, done once.
decode/4 asks minato_oid:name/1 what a type is on every value, which for a
result set is the same answer per column repeated once per row: a thousand rows
of two columns resolve the same two types two thousand times. The column types
are fixed by the RowDescription before the first row arrives, so they can be
resolved there instead, and decode/2 applies the answer.

  



  
    
      
    
    
      encode(Oid, Value, Format)



        
          
        

    

  


  

      

          -spec encode(minato_oid:oid(), term(), format()) -> iodata() | null.


      


encode/4 with the default options.

  



  
    
      
    
    
      encode/4



        
          
        

    

  


  

      

          -spec encode(minato_oid:oid(), term(), format(), opts()) -> iodata() | null.


      


Encode an Erlang term to the wire bytes of the type named by Oid.
Returns the atom null for a null value, because NULL is carried by a length
of -1 and has no bytes of its own. Raises error({minato_codec, t:report/0})
when the term does not fit the type.
For an OID minato has no codec for, the text format passes iodata() through
unchanged and the binary format raises: minato cannot invent a binary
representation for a type it does not know, but it can always let the server
parse the text one.

  



  
    
      
    
    
      preferred_format(Oid)



        
          
        

    

  


  

      

          -spec preferred_format(minato_oid:oid()) -> format().


      


The wire format to request for a column or parameter of this type.
binary for every type minato has a codec for, text for everything else, so
that an unrecognised type still arrives in a form the caller can read.

  



  
    
      
    
    
      supports(Oid)



        
          
        

    

  


  

      

          -spec supports(minato_oid:oid()) -> boolean().


      


Whether minato has a codec for this OID.

  



  
    
      
    
    
      to_binary(Type, Value)



        
          
        

    

  


  

      

          -spec to_binary(term(), term()) -> binary().


      


Flatten a value the caller offered as iodata() into a binary.
Written out rather than handed to iolist_to_binary/1 so that a caller who
passes something that is not iodata() gets a codec failure naming the type
instead of a bare badarg. Binaries, which is what every hot path passes,
never reach it.
Exported so that the codec modules share one implementation. Not part of the
API a caller of minato uses.

  


        

      


  

    
minato_conn 
    



      
One connection to a PostgreSQL server, owned by the process that opened it.
connect/1 performs the whole opening exchange - TCP, optionally TLS, the
StartupMessage, authentication through minato_auth, and then the
parameters and the BackendKeyData the server volunteers - and hands back a
connection the calling process owns outright.
There is no connection process. The socket is {active, false} and belongs to
the caller, so a query is a send and a read on the caller's own scheduler slot
rather than a message to a gen_server that puts every caller behind the
slowest one. The PostgreSQL protocol is FIFO per connection, so a single owning
process is an unpreemptable queue: one slow query stalls every other caller of
that process, and no timeout on the caller's side can take the connection back.
Caller ownership also gives session pinning, which transactions, advisory locks,
SET ROLE and LISTEN all need to be correct rather than merely fast.
That is why conn/0 is threaded through next/1 rather than being a handle
with hidden state: bytes that have arrived but have not been read yet live in
the connection, so a caller that drops the returned connection drops the buffer
with it.
Reading
next/1 answers with the next message, reading from the socket only when
nothing already decoded is waiting. A read frames everything that arrived, so
one recv yields as many messages as the server sent - which is the whole point
of minato_protocol:frame/1 - without the caller ever seeing the buffer.
Every read passes an explicit timeout. A read that times out leaves the
connection with an unknown number of bytes still to come, so the connection is
no longer usable and next/1 says so with {error, {socket, timeout}}; the
owner closes it. Recovering the stream would mean knowing how far through a
message the far end was, which is exactly what a timeout means we do not know.
TLS
ssl => true upgrades the socket before the startup message, and refuses to
continue when the server answers that it will not do TLS. There is no prefer
mode. A mode that continues in the clear when the server declines is a mode the
man in the middle chooses, because declining is the one message an attacker
sitting on the connection can always produce.
Verification is on by default: verify_peer against the OS trust store, with
the hostname checked and server_name_indication set, which OTP needs to be
told explicitly on a socket upgrade. Anything passed in ssl_options replaces
the default for that option and nothing else, so turning verification off is
possible and has to be written down.
Under TLS the SCRAM exchange is bound to the session by default:
SCRAM-SHA-256-PLUS with tls-server-end-point, which puts the hash of the
server's certificate inside the material the client proof covers. A man in the
middle holding a certificate the client accepts can otherwise relay the whole
exchange and keep the session; with binding, the hash it bound to is not the one
the real server sees, and the proof is refused. channel_binding => require
refuses to connect without it.
A refusal that arrives as a closed socket
A server that refuses the startup exchange writes why and then the backend
exits. On Windows a socket closed with anything still unread is reset rather
than shut down, and a reset discards what the far end had already received, so
the reason can be gone before it can be read: connect/1 answers
{error, {socket, closed}} or {error, {socket, econnreset}} where the same
call on Linux answers {error, {pgsql_error, #{code := <<"3D000">>}}}. The
connection is refused either way, and the server's log has the reason. Nothing
on this side can recover a message the kernel threw away.
Cleartext passwords
A server may ask for the password in the clear. minato answers only when the
transport is TLS, and refuses otherwise with {error, cleartext_password_refused}.
The password is the credential for every future connection too, so handing it to
whoever is on the wire is worse than failing to connect. auth => [Method]
narrows what is acceptable further, down to SCRAM alone.
Cancelling
cancel/1 opens a second connection and sends CancelRequest with the
BackendKeyData from this one, because that is the only way the protocol offers
to interrupt a running query: the connection running it is busy. Cancellation is
a request. The server may finish first, and a caller still has to read whatever
the query produced.
The password is not kept after the exchange that used it, so cancel/1 works
without one, which is what CancelRequest documents: possession of the secret
the server issued is the whole of the authorisation.

      


      
        Summary


  
    Types
  


    
      
        conn()

      


        An open connection. Owned by the process that called connect/1.



    


    
      
        error()

      


        What went wrong. pgsql_error is the server refusing, everything else is local.



    


    
      
        key()

      


        What CancelRequest needs: the process id and secret the server issued.



    


    
      
        method()

      


        An authentication method the server may ask for.



    


    
      
        opts()

      


        How to reach a server and who to be.



    


    
      
        report()

      


        The map carried by an error({minato_conn, Report}) exception.



    





  
    Functions
  


    
      
        activate/1

      


        Ask for the next bytes to arrive as a message instead of a read.



    


    
      
        age/1

      


        How long this connection has been open, in milliseconds.



    


    
      
        backend_key/1

      


        The key cancel/1 needs, for a caller that wants to cancel from elsewhere.



    


    
      
        cancel/1

      


        Ask the server to cancel whatever this connection is running.



    


    
      
        channel_binding/1

      


        The tls-server-end-point binding data for this connection, or undefined.



    


    
      
        claim/1

      


        Take the next statement name this connection has room for, or undefined.



    


    
      
        close/1

      


        Close a connection.



    


    
      
        connect/1

      


        Open a connection and complete the opening exchange.



    


    
      
        deactivate/1

      


        Go back to reading, after activate/1.



    


    
      
        deadline/2

      


        Give the statement that runs next this long, then cancel it.



    


    
      
        decoding/2

      


        Decode data rows as they are framed, with Decoder, or stop doing so.



    


    
      
        decoding_opts/2

      


        Build a decoder from each RowDescription that arrives, with Opts, or stop.



    


    
      
        forget/2

      


        Drop what was kept under this SQL.



    


    
      
        give_away/2

      


        Hand the socket to another process.



    


    
      
        handle_message/2

      


        Turn a socket message into the protocol messages it carried.



    


    
      
        next/1

      


        next/2 with the connection's own timeout.



    


    
      
        next/2

      


        Read the next message the server sent.



    


    
      
        parameter/2

      


        One reported parameter, or undefined.



    


    
      
        parameters/1

      


        Every parameter the server has reported, by name.



    


    
      
        recall/2

      


        What this connection has parsed on the server under this SQL, or undefined.



    


    
      
        remember/3

      


        Keep a parsed statement under its SQL, if there is room.



    


    
      
        send/2

      


        Write one frontend message, or a list of them in order.



    


    
      
        statements/1

      


        How many statements this connection is keeping, and how many names it may claim.



    


    
      
        timeout/1

      


        The per read timeout this connection was opened with.



    


    
      
        transaction_status/1

      


        What the server last said about the transaction on this connection.



    


    
      
        usable/1

      


        Whether this connection is still worth handing to a caller.



    


    
      
        with_timeout(Conn, Timeout)

      


        The same connection with a different read timeout.



    





      


      
        Types


        


  
    
      
    
    
      conn()



        
          
        

    

  


  

      

          -opaque conn()


      


An open connection. Owned by the process that called connect/1.

  



  
    
      
    
    
      error()



        
          
        

    

  


  

      

          -type error() ::
          {pgsql_error, minato_protocol:fields()} |
          {socket, term()} |
          {tls, term()} |
          tls_refused | cleartext_password_refused |
          {auth_method_refused, method()}.


      


What went wrong. pgsql_error is the server refusing, everything else is local.

  



  
    
      
    
    
      key()



        
          
        

    

  


  

      

          -type key() :: {Pid :: integer(), Secret :: integer()}.


      


What CancelRequest needs: the process id and secret the server issued.

  



  
    
      
    
    
      method()



        
          
        

    

  


  

      

          -type method() :: scram_sha_256 | md5 | cleartext | none.


      


An authentication method the server may ask for.
none is a server that asks for nothing, which is trust in pg_hba.conf.

  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          -type opts() ::
          #{host => inet:socket_address() | inet:hostname(),
            port => inet:port_number(),
            user := binary(),
            password => binary() | fun(() -> binary()),
            database => binary(),
            parameters => #{binary() => binary()},
            ssl => boolean(),
            ssl_options => [ssl:tls_client_option()],
            channel_binding => minato_auth:channel_binding(),
            auth => [method()],
            connect_timeout => timeout(),
            timeout => timeout(),
            socket_options => [gen_tcp:connect_option()],
            transport => inet | socket,
            prepared_statements => non_neg_integer(),
            cancel_timeout => timeout(),
            frame_opts => minato_protocol:frame_opts()}.


      


How to reach a server and who to be.
#{host => inet:socket_address() | inet:hostname(),
  port => inet:port_number(),
  user := binary(),
  password => binary() | fun(() -> binary()),
  database => binary(),
  parameters => #{binary() => binary()},
  ssl => boolean(),
  ssl_options => [ssl:tls_client_option()],
  channel_binding => minato_auth:channel_binding(),
  auth => [method()],
  connect_timeout => timeout(),
  timeout => timeout(),
  socket_options => [gen_tcp:connect_option()],
  transport => inet | socket,
  prepared_statements => non_neg_integer(),
  cancel_timeout => timeout(),
  frame_opts => minato_protocol:frame_opts()}
user is the only one that has to be given. database defaults to user, as
PostgreSQL itself does.
password may be a fun, which is called once per connection attempt and never
stored. That is what a rotating credential needs: a password read at start up
and held in a pool's configuration for a month is a password that expires while
the pool holds it.
parameters are added to the StartupMessage and are how application_name
gets set. Two are sent unless they are given here: client_encoding is UTF8,
because the codecs decode text as UTF-8 and a server sending LATIN1 would put
mojibake in a binary rather than raise; and DateStyle is ISO, MDY, because
the text format for dates and timestamps is only unambiguous under ISO. Neither
affects the binary format.
channel_binding decides whether SCRAM is tied to the TLS session. It defaults
to prefer under ssl => true and disable without it, since there is nothing
to bind to on a plain socket. require refuses to connect at all unless the
server offers SCRAM-SHA-256-PLUS.
transport is socket, which is minato_socket over the socket NIFs, or
inet, the driver every BEAM program uses. socket is the default: it does
everything the driver does on every machine minato runs on, costs about a
quarter less per query and about half less per pooled one, and holds more
throughput at the same CPU once a pool is deep enough for per-operation cost to
show. inet is there for a machine or a workload that disagrees. See
minato_socket.
prepared_statements is how many statements this connection will keep parsed on
the server for minato_query:cached/4. It defaults to 64, and 0 turns caching
off. See minato_query for what fills it.
timeout is the per read timeout and applies for the life of the connection.
connect_timeout covers the TCP connect and the TLS handshake. cancel_timeout
is how long a cancelled statement is given to come back before the connection is
given up on; see deadline/2.

  



  
    
      
    
    
      report()



        
          
        

    

  


  

      

          -type report() :: #{message := term(), reason := term(), data := term()}.


      


The map carried by an error({minato_conn, Report}) exception.

  


        

      

      
        Functions


        


  
    
      
    
    
      activate/1



        
          
        

    

  


  

      

          -spec activate(conn()) -> {ok, conn()} | {error, error()}.


      


Ask for the next bytes to arrive as a message instead of a read.
Exactly one message arrives and the owner asks again. That is the arrangement a
process which has to wait for the server without a query outstanding needs -
LISTEN is the only one there is - because next/1 blocks, and a process
blocked in a read answers nothing else.
{active, once} on the driver transport; on the socket transport a read that
either hands back what is already here, in which case the message is sent from
here, or registers this process for one select. Either way it is one message
to whoever called, which is why the connection comes back: what it is waiting
for is part of it.
The connection is unusable for next/1 until the messages stop coming, and the
two must not be mixed on one connection.

  



  
    
      
    
    
      age/1



        
          
        

    

  


  

      

          -spec age(conn()) -> non_neg_integer().


      


How long this connection has been open, in milliseconds.
For a pool deciding whether to keep lending it. A connection to PostgreSQL
itself can live for months; one that goes through a proxy, a load balancer or a
NAT is on a clock somebody else set, and finding out where that clock ran out
by having a query fail is the expensive way.

  



  
    
      
    
    
      backend_key/1



        
          
        

    

  


  

      

          -spec backend_key(conn()) -> key() | undefined.


      


The key cancel/1 needs, for a caller that wants to cancel from elsewhere.

  



  
    
      
    
    
      cancel/1



        
          
        

    

  


  

      

          -spec cancel(conn()) -> ok | {error, error()}.


      


Ask the server to cancel whatever this connection is running.
Opens a second connection to the same server, sends CancelRequest and closes
it. No answer is defined by the protocol: the server either cancels the query or
does not, and this connection finds out by reading what its query returned.

  



  
    
      
    
    
      channel_binding/1



        
          
        

    

  


  

      

          -spec channel_binding(conn()) -> binary() | undefined.


      


The tls-server-end-point binding data for this connection, or undefined.
The hash of the server's certificate, taken with the hash the certificate was
signed with, which is what RFC 5929 defines and what PostgreSQL computes on its
side. SHA-1 and MD5 signatures are hashed with SHA-256 instead, because the
binding must not be weaker than the mechanism it is bound to.
There is nothing to bind to on a plain socket, so it is undefined there.

  



  
    
      
    
    
      claim/1



        
          
        

    

  


  

      

          -spec claim(conn()) -> {binary() | undefined, conn()}.


      


Take the next statement name this connection has room for, or undefined.
Names never repeat, even after forget/2, because the statement a forgotten
name refers to may still be parsed on the server, and parsing a second one under
the same name is an error rather than a replacement.
The name carries a random per-connection prefix, so it is unique to this
connection rather than to a position in a sequence. A bare counter is only
unique within one connection, which is enough exactly as long as one
connection means one backend - and behind a transaction pooler it does not.
PgBouncer and friends multiplex many connections onto few backends, so two
connections both counting from zero hand the same backend minato_30 twice and
the second one is refused with 42P05, prepared statement already exists.
That failure is vicious in the field: which query dies depends on which server
connection the pooler handed out, so it looks random, it moves between
deployments sharing a pooler, and it clears and returns on its own. It cost a
real production investigation (Taure/minato#40, widgrensit/asobi#419). Eight
random bytes make it impossible instead of unlikely - a counter that only has
to be unique per connection stays a counter, and the prefix does the rest.

  



  
    
      
    
    
      close/1



        
          
        

    

  


  

      

          -spec close(conn()) -> ok.


      


Close a connection.
Terminate is sent first so the server tears the backend down rather than
discovering a closed socket, and a failure to send it is not reported: the
socket is being closed either way.

  



  
    
      
    
    
      connect/1



        
          
        

    

  


  

      

          -spec connect(opts()) -> {ok, conn()} | {error, error()}.


      


Open a connection and complete the opening exchange.
Answers once the server has sent ReadyForQuery, so a connection that is
returned is one that can be used, not merely one that is open.
Raises error({minato_auth, _}) for a server that asks for something it cannot
be answered with, and error({minato_scram, _}) for a server that fails to
prove itself. The socket is closed before either is re-raised.
{ok, Conn} = minato_conn:connect(#{user => ~"minato", password => ~"minato",
                                   database => ~"minato_test"}).

  



  
    
      
    
    
      deactivate/1



        
          
        

    

  


  

      

          -spec deactivate(conn()) -> {ok, conn()} | {error, error()}.


      


Go back to reading, after activate/1.
Whatever the socket already delivered to the mailbox is taken back into the
buffer, because those bytes have left the socket and next/1 would otherwise
wait for bytes it already has. A connection that has been switched back can be
read with next/1 as usual.
Bytes that were waited for but never arrived are not lost on the socket
transport: cancelling the wait drops the message, not the socket's own buffer,
so the next next/1 reads them.

  



  
    
      
    
    
      deadline/2



        
          
        

    

  


  

      

          -spec deadline(conn(), timeout()) -> conn().


      


Give the statement that runs next this long, then cancel it.
A read timeout on its own can only end the wait, not the statement: the server
carries on running the query, and the connection is left with an answer coming
that nobody is reading, which makes it fit for closing and nothing else. A
deadline sends CancelRequest when it expires and then goes on reading, so what
arrives is the server's own 57014 and the ReadyForQuery after it. A
cancelled statement therefore comes back as an ordinary failed statement with
the connection still usable, which is the difference between a slow query
costing one query and costing a connection.
The cancelled statement gets cancel_timeout to acknowledge it. A server that
does not answer even that has stopped talking, and the connection really is
finished: {error, {socket, timeout}}, with no connection handed back.
It lasts until it is cleared with infinity, which the query layer does before
handing a connection back, so a deadline belongs to one call rather than to the
connection. It covers everything that call does, including the Describe round
trip a first-time statement needs, because a caller asking for 300 milliseconds
means the answer, not one leg of it.

  



  
    
      
    
    
      decoding/2



        
          
        

    

  


  

      

          -spec decoding(conn(), minato_protocol:decoder() | undefined) -> conn().


      


Decode data rows as they are framed, with Decoder, or stop doing so.
A result set arrives as a run of DataRow messages, and framing them into a
list only for the layer above to walk that list again costs an allocation and a
traversal per row. With a decoder set, a contiguous run comes back as one
{rows, Rows} message with the rows already decoded.
The decoder belongs to one statement's result, so it must be cleared before the
connection is used for anything else. A decoder left behind would be applied to
the next statement's rows, which is wrong data rather than an error.

  



  
    
      
    
    
      decoding_opts/2



        
          
        

    

  


  

      

          -spec decoding_opts(conn(), minato_protocol:opts() | undefined) -> conn().


      


Build a decoder from each RowDescription that arrives, with Opts, or stop.
decoding/2 is for a statement whose columns are known before its rows are
read. A simple query is not that: it may carry several statements, each
describing its own columns partway through the stream. Setting a decoder from
the layer above cannot work there, because the rows of the next statement may
already have been framed by the time that layer sees the description. Framing
therefore rebuilds the decoder itself as it passes each one, and drops it at
the CommandComplete that ends the statement.

  



  
    
      
    
    
      forget/2



        
          
        

    

  


  

      

          -spec forget(conn(), binary()) -> conn().


      


Drop what was kept under this SQL.
For a statement the server has stopped accepting, which is what a schema change
under a cached plan looks like.

  



  
    
      
    
    
      give_away/2



        
          
        

    

  


  

      

          -spec give_away(conn(), pid()) -> ok | {error, error()}.


      


Hand the socket to another process.
The connection term is data and can be sent anywhere; the socket underneath it
cannot. It belongs to one process, and a process that is handed a connection
without being handed the socket gets {error, {socket, einval}} on its first
read. A pool checking a connection out has to call this, and so does the
borrower checking it back in.

  



  
    
      
    
    
      handle_message/2



        
          
        

    

  


  

      

          -spec handle_message(conn(), term()) ->
                        {messages, [minato_protocol:backend()], conn()} | {closed, term()} | ignore.


      


Turn a socket message into the protocol messages it carried.
For a connection under activate/1. Anything that is not this connection's
socket answers ignore, so an owner with other messages of its own can pass
everything through.
{closed, Reason} is the socket going away, and there is no connection in it:
the socket is gone, and what is left of the buffer belongs to a message that
will never finish arriving.

  



  
    
      
    
    
      next/1



        
          
        

    

  


  

      

          -spec next(conn()) -> {ok, minato_protocol:backend(), conn()} | {error, error()}.


      


next/2 with the connection's own timeout.

  



  
    
      
    
    
      next/2



        
          
        

    

  


  

      

          -spec next(conn(), timeout()) -> {ok, minato_protocol:backend(), conn()} | {error, error()}.


      


Read the next message the server sent.
Reads from the socket only when no already decoded message is waiting, so a
result set of five thousand rows costs as many reads as the network chose to
split it into rather than one per row.
ParameterStatus is not handled here even though the server may send it at any
time. It is a message like any other and the layer above decides what to do with
it, because a connection that quietly swallowed SET TIME ZONE taking effect
would be hiding the one thing the message exists to announce.

  



  
    
      
    
    
      parameter/2



        
          
        

    

  


  

      

          -spec parameter(conn(), binary()) -> binary() | undefined.


      


One reported parameter, or undefined.
server_version, client_encoding and integer_datetimes are always among
them; which others a server volunteers is the server's choice.

  



  
    
      
    
    
      parameters/1



        
          
        

    

  


  

      

          -spec parameters(conn()) -> #{binary() => binary()}.


      


Every parameter the server has reported, by name.

  



  
    
      
    
    
      recall/2



        
          
        

    

  


  

      

          -spec recall(conn(), binary()) -> dynamic().


      


What this connection has parsed on the server under this SQL, or undefined.
The value is whatever the query layer put there, which is why it is untyped
here: the connection keeps statements without knowing what a statement is.
The cache belongs to the connection because the statement does: a name is
meaningful only to the session that parsed it, so a cache anywhere else would
hand out names another session does not have.

  



  
    
      
    
    
      remember/3



        
          
        

    

  


  

      

          -spec remember(conn(), binary(), term()) -> conn().


      


Keep a parsed statement under its SQL, if there is room.
Room is claim/1's to give: a connection that has handed out every name it is
allowed answers undefined there, and the caller runs the statement unnamed. An
unbounded workload therefore gets the uncached path rather than an unbounded
pile of parsed statements in the backend.

  



  
    
      
    
    
      send/2



        
          
        

    

  


  

      

          -spec send(conn(), minato_protocol:frontend() | [minato_protocol:frontend()]) -> ok | {error, error()}.


      


Write one frontend message, or a list of them in order.
A list is written as a single send, which is what the extended query protocol
wants: Parse, Bind, Execute and Sync in one write is one round trip
rather than four.

  



  
    
      
    
    
      statements/1



        
          
        

    

  


  

      

          -spec statements(conn()) -> {non_neg_integer(), non_neg_integer()}.


      


How many statements this connection is keeping, and how many names it may claim.

  



  
    
      
    
    
      timeout/1



        
          
        

    

  


  

      

          -spec timeout(conn()) -> timeout().


      


The per read timeout this connection was opened with.

  



  
    
      
    
    
      transaction_status/1



        
          
        

    

  


  

      

          -spec transaction_status(conn()) -> minato_protocol:transaction_status().


      


What the server last said about the transaction on this connection.
Taken from the status byte of every ReadyForQuery as it is read, so it is only
as current as the last message the caller read. failed is a transaction in
which a statement has already errored, and everything further is rejected until
it is rolled back.

  



  
    
      
    
    
      usable/1



        
          
        

    

  


  

      

          -spec usable(conn()) -> boolean().


      


Whether this connection is still worth handing to a caller.
A pooled connection can die while nobody is holding it: the server restarts,
an administrator ends the backend, a failover moves the database. Nothing tells
the pool, so without asking it lends a connection that is already gone and the
caller gets a socket error for a statement that never reached a server.
Asking costs one non-blocking read. No bytes waiting means the connection is
idle and healthy, which is the answer for a pooled connection. A closed socket
is the case this exists for. Bytes waiting means the server said something
nobody read, so the session is not in the state a caller would assume, and it
is cheaper to open a new connection than to work out what it said.

  



  
    
      
    
    
      with_timeout(Conn, Timeout)



        
          
        

    

  


  

      

          -spec with_timeout(conn(), timeout()) -> conn().


      


The same connection with a different read timeout.
For work that should be given less time than the connection's own budget - a
health check that has to answer inside a probe interval - or more, for a query
that is known to be slow. The change lasts as long as the connection term the
caller keeps.

  


        

      


  

    
minato_oid 
    



      
PostgreSQL type OIDs and the mapping between an array type and its element type.
OIDs for built-in types are fixed by PostgreSQL and are stable across servers,
so they are compiled in as function clauses rather than read from pg_type at
connection time. User defined types (enums, composites, domains) get OIDs
assigned per database and are not handled here.
OIDs arrive from the server, so every function that takes one is total and
answers undefined for an OID minato has no codec for. Names come from your own
code, so oid/1 has no such escape and raises on a name that does not exist.

      


      
        Summary


  
    Types
  


    
      
        name()

      


        The name minato uses for a built-in PostgreSQL type.



    


    
      
        oid()

      


    





  
    Functions
  


    
      
        array_oid/1

      


        The array type OID whose elements are the given scalar type OID.



    


    
      
        element_oid/1

      


        The element type OID of an array type OID.



    


    
      
        is_array(Oid)

      


        Whether the OID names an array type minato knows.



    


    
      
        name/1

      


        The name of a scalar type OID, or of an array OID as {array, Name}.



    


    
      
        names()

      


        Every scalar type name minato has a codec for.



    


    
      
        oid/1

      


        The OID of a named scalar type, or of an array type given as {array, Name}.



    





      


      
        Types


        


  
    
      
    
    
      name()



        
          
        

    

  


  

      

          -type name() ::
          bool | bytea | int2 | int4 | int8 | float4 | float8 | numeric | text | varchar | json |
          jsonb | uuid | date | time | timestamp | timestamptz.


      


The name minato uses for a built-in PostgreSQL type.

  



  
    
      
    
    
      oid()



        
          
        

    

  


  

      

          -type oid() :: non_neg_integer().


      



  


        

      

      
        Functions


        


  
    
      
    
    
      array_oid/1



        
          
        

    

  


  

      

          -spec array_oid(oid()) -> oid() | undefined.


      


The array type OID whose elements are the given scalar type OID.
Returns undefined when the OID is not a scalar type minato knows.
1> minato_oid:array_oid(25).
1009

  



  
    
      
    
    
      element_oid/1



        
          
        

    

  


  

      

          -spec element_oid(oid()) -> oid() | undefined.


      


The element type OID of an array type OID.
Returns undefined when the OID is not an array type minato knows.
1> minato_oid:element_oid(1009).
25

  



  
    
      
    
    
      is_array(Oid)



        
          
        

    

  


  

      

          -spec is_array(oid()) -> boolean().


      


Whether the OID names an array type minato knows.

  



  
    
      
    
    
      name/1



        
          
        

    

  


  

      

          -spec name(oid()) -> name() | {array, name()} | undefined.


      


The name of a scalar type OID, or of an array OID as {array, Name}.
Returns undefined for any OID minato has no codec for.
1> minato_oid:name(23).
int4
2> minato_oid:name(1016).
{array,int8}
3> minato_oid:name(2249).
undefined

  



  
    
      
    
    
      names()



        
          
        

    

  


  

      

          -spec names() -> [name()].


      


Every scalar type name minato has a codec for.

  



  
    
      
    
    
      oid/1



        
          
        

    

  


  

      

          -spec oid(name() | {array, name()}) -> oid().


      


The OID of a named scalar type, or of an array type given as {array, Name}.
Raises function_clause for a name that is not a name/0, which can only be
a mistake in the calling code.

  


        

      


  

    
minato_protocol 
    



      
The PostgreSQL frontend/backend protocol, version 3.0, as a pure function of
bytes.
Terms in, wire bytes out for the messages a client sends. Wire bytes in, terms
out for the messages a server sends. This module does no I/O, starts no process
and keeps no state, so every message can be tested exhaustively without a
database and without a socket.
Framing
frame/1 takes whatever bytes have accumulated and returns every complete
message in them together with the bytes left over:
{Messages, Rest} = minato_protocol:frame(<<Carried/binary, Received/binary>>).
That signature is the point. A backend message is a type byte, a 32 bit length
and a payload, so it is tempting to read the five byte header, then read the
payload, then repeat. That is two reads per message and it scales with the
number of rows. Reading whatever the socket has and carrying the remainder
forward reads a whole result set in a handful of calls instead.
minato_framer_bench measures both against each other over a loopback socket.
A 5000 row result set of eight columns takes 61 reads bulk against 10,006 reads
header-then-payload, and 5.3 to 9.1 times less wall clock over repeated runs on
OTP 28 and 29. The read counts are exact and the multiple is not: it moves with
the machine, and on a real network it moves with the round trip too.
Carry-over only works if a decoder can say "not yet" without failing, so
decode/1 answers incomplete for any buffer that stops short of a whole
message, at any byte boundary, and frame/1 hands those bytes back untouched.
Total over arbitrary bytes
frame/1 and decode/1 never fail in any way other than
error({minato_protocol, t:report/0}). Every other input, including bytes that
are not a PostgreSQL stream at all, yields messages and a remainder. That
matters because the bytes reaching the framer are whatever the far end sent, and
a client that can be made to raise badarg from a length field has handed the
far end a way to choose which exception the caller sees.
Bounds
A declared length longer than max_message_length raises rather than asking for
more bytes. Without that a five byte header claiming four gigabytes would put
the framer into incomplete, and a reader loop doing as it is told would
accumulate until the node died. Refusing the header ends the connection instead,
which is the correct outcome for a server that cannot be believed.
The default is 64 MiB. It is above any row an application selects on purpose and
far below what would hurt a node, and the failure it guards against is not a
large result set: a result set arrives as many messages, and only one message
has to fit under the limit. Raise it for a single very large bytea or text
column, since PostgreSQL caps one value, and therefore one message, at just
under 1 GiB. A declared length above that ceiling cannot have come from
PostgreSQL at all.
Binary retention
The messages share the buffer's bytes. {data_row, Payload} hands back the
row's bytes rather than a copy, which is what makes framing a large result set
cheap: nothing in a five thousand row buffer is copied on the way out, and the
payload is consumed by decode_row/2 and dropped a row later.
The cost of that is the usual one. A sub-binary keeps the whole buffer it points
into alive, so a column value the application keeps holds the megabyte it
arrived in. binary:copy/1 on a value being kept for longer than the query is
the caller's fix, and it is the caller's because only the caller knows which
values those are. Copying them all here would put a copy of the entire result
set on the hot path to protect the few values that outlive it.
The remainder is the one place where the framer copies, because it is the one
sub-binary whose lifetime the framer knows. It is held until the next read
completes, which on an idle pooled connection is unbounded, and it is by
construction small while the buffer it points into is not: a three byte partial
header retaining a 64 KiB read, across a hundred pooled connections, is
megabytes of buffers kept alive by bytes nobody is waiting on. So a remainder is
copied when it is at most a quarter of its buffer, which bounds the copy at a
third of what it releases. A larger remainder is left alone, because copying it
would cost more than it frees, and a half arrived multi-megabyte row would then
be copied again on every read as it grew.
Errors from the server are data
{error_response, t:fields/0} is an ordinary decoded message, not an exception.
A failing statement is a normal outcome of running SQL and the caller has to
branch on it. server_error/1 wraps the fields in the tagged form consumers
match on:
{error, {pgsql_error, #{code := ~"23505", constraint := ~"users_email_key"}}}
Keys are atoms and values are binaries, code is the SQLSTATE, and code and
message are always present.
A malformed message is the opposite case and raises
error({minato_protocol, t:report/0}). Bytes that do not fit the format the
server itself announced are a bug, not a condition to branch on.
Rows
{data_row, Payload} carries the row's bytes undivided, because a DataRow
cannot be read on its own: the type OID and wire format of each column live in
the RowDescription that preceded it. decoder/2 turns that description into
the answer once, and decode_row/2 walks the payload cutting and decoding each
column in the same pass - which is the whole reason the payload is not split
here.
{[{row_description, Fields}], _} = minato_protocol:frame(Bytes),
{[{data_row, Payload}], _} = minato_protocol:frame(MoreBytes),
Decoder = minato_protocol:decoder(Fields, #{}),
minato_protocol:decode_row(Decoder, Payload).
columns/1 splits a payload into the raw column bytes for a caller that wants
them without decoding.
Options
#{return_rows_as_maps => boolean(),
  column_name_as_atom => boolean(),
  uuid_format => string | binary,
  datetime_format => datetime | microseconds,
  numeric_format => binary | float}
return_rows_as_maps defaults to false, giving a tuple per row. true gives
a map keyed by column name. column_name_as_atom defaults to false and only
affects those map keys.
column_name_as_atom is off by default because a column name is not always
something the application wrote. A query built at run time can alias a column
after a value, and every distinct alias would then make an atom that is never
collected. Turn it on for queries whose column names you chose.
uuid_format, datetime_format and numeric_format are passed through to
minato_codec unchanged.
Messages not modelled
Copy-mode messages, function calls and protocol version negotiation decode to
{unsupported, TypeByte, Payload} rather than raising. Every backend message
is length prefixed, so a message minato does not model can still be stepped
over without losing the stream.

      


      
        Summary


  
    Types
  


    
      
        backend()

      


        A message a server sends to a client.



    


    
      
        decoder()

      


        How to read a row, from decoder/2.



    


    
      
        field()

      


        One column of a RowDescription.



    


    
      
        fields()

      


        The fields of an ErrorResponse or a NoticeResponse.



    


    
      
        frame_opts()

      


        Framing options.



    


    
      
        frontend()

      


        A message a client sends to a server.



    


    
      
        opts()

      


        Decode-time options. See the module documentation.



    


    
      
        report()

      


        The map carried by an error({minato_protocol, Report}) exception.



    


    
      
        result()

      


        Everything a completed query produced.



    


    
      
        row()

      


        One decoded row, a tuple by default and a row_map/0 under return_rows_as_maps.



    


    
      
        row_map()

      


        A row returned under return_rows_as_maps, keyed by column name.



    


    
      
        tag()

      


        A parsed CommandComplete tag: what ran, and how much of it.



    


    
      
        target()

      


        What Describe and Close can be pointed at.



    


    
      
        transaction_status()

      


        What ReadyForQuery reports.



    





  
    Functions
  


    
      
        bad(Message, Reason, Data)

      


        Raise a protocol failure.



    


    
      
        columns/1

      


        Split a DataRow payload into its raw column bytes, without decoding.



    


    
      
        decode(Buffer)

      


        Decode the one backend message at the front of a buffer, under the default
bound.



    


    
      
        decode(Buffer, Opts)

      


        Decode the one backend message at the front of a buffer.



    


    
      
        decode_columns/2

      


        Decode a row from column bytes already split out, for a caller that has them.



    


    
      
        decode_row/2

      


        Decode one DataRow payload with a decoder from decoder/2.



    


    
      
        decoder(Fields, Opts)

      


        Work out how to read a row, once, from the description of its columns.



    


    
      
        encode(Message)

      


        Encode a frontend message.



    


    
      
        frame(Buffer)

      


        Decode every complete message in a buffer and hand back the remainder, under the
default bound.



    


    
      
        frame(Buffer, Opts)

      


        Decode every complete message in a buffer and hand back the remainder.



    


    
      
        max_message_length/1

      


        The bound frame/2 and decode/2 will apply to these options.



    


    
      
        result/2

      


        Assemble what a completed query produced from its CommandComplete tag and its
rows.



    


    
      
        row(Fields, Columns, Opts)

      


        Decode the columns of one DataRow against the RowDescription they belong to.



    


    
      
        rows(Fields, Rows, Opts)

      


        row/3 over every row of a result set.



    


    
      
        server_error(Fields)

      


        Wrap decoded ErrorResponse fields in the tagged form a caller branches on.



    


    
      
        ssl_response/1

      


        Read the server's one byte answer to SSLRequest.



    





      


      
        Types


        


  
    
      
    
    
      backend()



        
          
        

    

  


  

      

          -type backend() ::
          authentication_ok | authentication_cleartext_password |
          {authentication_md5_password, Salt :: binary()} |
          {authentication_sasl, Mechanisms :: [binary()]} |
          {authentication_sasl_continue, Data :: binary()} |
          {authentication_sasl_final, Data :: binary()} |
          {backend_key_data, Pid :: integer(), Secret :: integer()} |
          {parameter_status, Name :: binary(), Value :: binary()} |
          {ready_for_query, transaction_status()} |
          {row_description, [field()]} |
          {data_row, Payload :: binary()} |
          {rows, [row()]} |
          {command_complete, tag()} |
          empty_query_response |
          {error_response, fields()} |
          {notice_response, fields()} |
          parse_complete | bind_complete | close_complete | no_data |
          {parameter_description, [minato_oid:oid()]} |
          portal_suspended |
          {notification_response, Pid :: integer(), Channel :: binary(), Payload :: binary()} |
          {unsupported, byte(), binary()}.


      


A message a server sends to a client.

  



  
    
      
    
    
      decoder()



        
          
        

    

  


  

      

          -opaque decoder()


      


How to read a row, from decoder/2.

  



  
    
      
    
    
      field()



        
          
        

    

  


  

      

          -type field() ::
          #{name := binary(),
            table_oid := non_neg_integer(),
            column := integer(),
            type_oid := minato_oid:oid(),
            type_size := integer(),
            type_modifier := integer(),
            format := minato_codec:format()}.


      


One column of a RowDescription.

  



  
    
      
    
    
      fields()



        
          
        

    

  


  

      

          -type fields() ::
          #{code := binary(),
            message := binary(),
            severity => binary(),
            severity_non_localised => binary(),
            detail => binary(),
            hint => binary(),
            position => binary(),
            internal_position => binary(),
            internal_query => binary(),
            where => binary(),
            schema => binary(),
            table => binary(),
            column => binary(),
            data_type => binary(),
            constraint => binary(),
            file => binary(),
            line => binary(),
            routine => binary()}.


      


The fields of an ErrorResponse or a NoticeResponse.
code is the SQLSTATE and message is the primary human readable text. Both
are documented as always sent, and both are filled in with an empty binary if a
server omits them, so that a consumer can match on them without a case for the
server having lied.
Every other field is present only when the server sent it. Field types minato
does not recognise are discarded, which is what the protocol documentation asks
a client to do with them.

  



  
    
      
    
    
      frame_opts()



        
          
        

    

  


  

      

          -type frame_opts() ::
          #{max_message_length => pos_integer(), decoder => decoder(), decode_opts => opts()}.


      


Framing options.
max_message_length is the longest message the framer will wait for, in bytes,
and defaults to 64 MiB. See the module documentation for what it is for and when
to raise it. There is no value that turns the bound off; a caller that wants the
most PostgreSQL can send asks for 1073741823.

  



  
    
      
    
    
      frontend()



        
          
        

    

  


  

      

          -type frontend() ::
          {startup, #{binary() => binary()}} |
          ssl_request |
          {cancel_request, Pid :: integer(), Secret :: integer()} |
          {password, iodata()} |
          {sasl_initial_response, Mechanism :: iodata(), Data :: iodata() | null} |
          {sasl_response, iodata()} |
          {query, iodata()} |
          {parse, Name :: iodata(), Query :: iodata(), Parameters :: [minato_oid:oid()]} |
          {bind,
           Portal :: iodata(),
           Statement :: iodata(),
           ParameterFormats :: [minato_codec:format()],
           Parameters :: [iodata() | null],
           ResultFormats :: [minato_codec:format()]} |
          {describe, target(), Name :: iodata()} |
          {execute, Portal :: iodata(), MaxRows :: non_neg_integer()} |
          sync | flush |
          {close, target(), Name :: iodata()} |
          terminate.


      


A message a client sends to a server.

  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          -type opts() ::
          #{return_rows_as_maps => boolean(),
            column_name_as_atom => boolean(),
            uuid_format => string | binary,
            datetime_format => datetime | microseconds,
            numeric_format => binary | float}.


      


Decode-time options. See the module documentation.

  



  
    
      
    
    
      report()



        
          
        

    

  


  

      

          -type report() :: #{message := term(), reason := term(), data := term()}.


      


The map carried by an error({minato_protocol, Report}) exception.

  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          -type result() :: #{command := atom(), rows := [row()], num_rows := non_neg_integer() | atom()}.


      


Everything a completed query produced.

  



  
    
      
    
    
      row()



        
          
        

    

  


  

      

          -type row() :: tuple() | row_map().


      


One decoded row, a tuple by default and a row_map/0 under return_rows_as_maps.

  



  
    
      
    
    
      row_map()



        
          
        

    

  


  

      

          -type row_map() :: #{atom() | binary() => minato_codec:value()}.


      


A row returned under return_rows_as_maps, keyed by column name.

  



  
    
      
    
    
      tag()



        
          
        

    

  


  

      

          -type tag() :: {atom(), non_neg_integer() | atom()}.


      


A parsed CommandComplete tag: what ran, and how much of it.
The second element is a row count for the tags that carry one, and an atom
otherwise: undefined where there is nothing to count, as in {'begin', undefined}, and the object acted on for a tag that names one, as in {create, table}.

  



  
    
      
    
    
      target()



        
          
        

    

  


  

      

          -type target() :: statement | portal.


      


What Describe and Close can be pointed at.

  



  
    
      
    
    
      transaction_status()



        
          
        

    

  


  

      

          -type transaction_status() :: idle | transaction | failed.


      


What ReadyForQuery reports.
failed is a transaction block in which a statement has already errored, so
every further statement is rejected until it is rolled back.

  


        

      

      
        Functions


        


  
    
      
    
    
      bad(Message, Reason, Data)



        
          
        

    

  


  

      

          -spec bad(term(), term(), term()) -> no_return().


      


Raise a protocol failure.
Exported so that the protocol modules share one exception shape. Not part of the
API a caller of minato uses.

  



  
    
      
    
    
      columns/1



        
          
        

    

  


  

      

          -spec columns(binary()) -> [binary() | null].


      


Split a DataRow payload into its raw column bytes, without decoding.

  



  
    
      
    
    
      decode(Buffer)



        
          
        

    

  


  

      

          -spec decode(binary()) -> {ok, backend(), binary()} | incomplete.


      


Decode the one backend message at the front of a buffer, under the default
bound.

  



  
    
      
    
    
      decode(Buffer, Opts)



        
          
        

    

  


  

      

          -spec decode(binary(), frame_opts()) -> {ok, backend(), binary()} | incomplete.


      


Decode the one backend message at the front of a buffer.
Returns {ok, Message, Rest} with the bytes that follow it, or incomplete
when the buffer stops anywhere short of a whole message, header included.
Raises error({minato_protocol, t:report/0}) when a message that is entirely
present does not fit its documented format, and when a header declares a length
longer than max_message_length or shorter than the four bytes the length field
itself occupies.

  



  
    
      
    
    
      decode_columns/2



        
          
        

    

  


  

      

          -spec decode_columns(decoder(), [binary() | null]) -> row().


      


Decode a row from column bytes already split out, for a caller that has them.
The payload form in decode_row/2 is what a result set uses, because splitting
and decoding in one pass is the point. This is for row/3 and rows/3, whose
callers hold columns rather than a message.

  



  
    
      
    
    
      decode_row/2



        
          
        

    

  


  

      

          -spec decode_row(decoder(), binary()) -> row().


      


Decode one DataRow payload with a decoder from decoder/2.
One pass: each column's length is read, its bytes are cut, and the value is
decoded, without building the list of sub-binaries in between. That list was
one allocation per column per row and existed only to be walked immediately
afterwards.

  



  
    
      
    
    
      decoder(Fields, Opts)



        
          
        

    

  


  

      

          -spec decoder([field()], opts()) -> decoder().


      


Work out how to read a row, once, from the description of its columns.
row/3 answers the same questions for every row of a result set: what type is
this column, is it an array, what are the decode options, is the caller taking
maps, are the keys atoms. None of those change between rows, and a thousand
rows asked them a thousand times. A decoder answers them once, at the
RowDescription, and decode_row/2 applies the answer.
row/3 still exists and now builds one of these per call, which is the right
cost for a caller decoding a single row.

  



  
    
      
    
    
      encode(Message)



        
          
        

    

  


  

      

          -spec encode(frontend()) -> iodata().


      


Encode a frontend message.
1> iolist_to_binary(minato_protocol:encode(sync)).
<<83,0,0,0,4>>
2> iolist_to_binary(minato_protocol:encode({execute, ~"", 0})).
<<69,0,0,0,9,0,0,0,0,0>>
{startup, Parameters} and {cancel_request, Pid, Secret} carry no type byte,
which is why the startup packet and a cancellation are told apart by their
length and version fields rather than by a tag. A cancellation is sent on a
connection of its own and is never answered.
Encoding is total for every well formed message and raises function_clause on
anything else, because a frontend message is built by minato itself and a term
that does not fit is a mistake in the calling code rather than something the
network did.

  



  
    
      
    
    
      frame(Buffer)



        
          
        

    

  


  

      

          -spec frame(binary()) -> {[backend()], binary()}.


      


Decode every complete message in a buffer and hand back the remainder, under the
default bound.
1> minato_protocol:frame(<<49, 0,0,0,4, 50, 0,0,0,4, 51, 0,0>>).
{[parse_complete,bind_complete],<<51,0,0>>}
The remainder is the input to the next call, prepended to whatever arrives
next. A buffer holding no complete message returns {[], Buffer}, so feeding
bytes one at a time is correct, just slow.

  



  
    
      
    
    
      frame(Buffer, Opts)



        
          
        

    

  


  

      

          -spec frame(binary(), frame_opts()) -> {[backend()], binary()}.


      


Decode every complete message in a buffer and hand back the remainder.
Where a message list is split across calls makes no difference to what comes
out: framing a buffer, then framing its remainder prepended to the next read,
gives the same messages in the same order as framing the whole stream at once,
whatever byte boundaries the reads happened to fall on.
With a decoder in Opts, a contiguous run of DataRow messages comes back
as one {rows, Rows} message with the rows already decoded, instead of one
{data_row, Payload} for each. A result set is mostly such a run, and framing
it into a list for the layer above to walk again costs an allocation and a
traversal per row. Anything that is not a row is unaffected, and a run is ended
by the first message that is not one, so a NoticeResponse arriving between
rows splits the run rather than being swallowed by it.
The decoder describes one statement's rows. Framing a different statement's
rows with it would decode them against the wrong plan, which is wrong data
rather than an error, so a reader that keeps frame options across statements
has to clear it. minato_conn does that through minato_conn:decoding/2.

  



  
    
      
    
    
      max_message_length/1



        
          
        

    

  


  

      

          -spec max_message_length(frame_opts()) -> pos_integer().


      


The bound frame/2 and decode/2 will apply to these options.
Exported so that a reader can size its own accumulation the same way the framer
does, rather than keeping a second copy of the default.

  



  
    
      
    
    
      result/2



        
          
        

    

  


  

      

          -spec result(tag(), [row()]) -> result().


      


Assemble what a completed query produced from its CommandComplete tag and its
rows.
num_rows comes from the tag rather than from the rows, because the two differ
on purpose: an UPDATE reports how many rows it changed while returning none,
and an INSERT ... RETURNING reports how many it wrote.

  



  
    
      
    
    
      row(Fields, Columns, Opts)



        
          
        

    

  


  

      

          -spec row([field()], [binary() | null], opts()) -> row().


      


Decode the columns of one DataRow against the RowDescription they belong to.
A tuple by default, and a map keyed by column name under
return_rows_as_maps => true. Two columns with the same name collapse into one
map key; a query whose columns need telling apart has to name them apart, or
take tuples.
Raises error({minato_protocol, t:report/0}) when the row and the description
disagree on how many columns there are, and error({minato_codec, _}) when a
column's bytes do not fit the type the description gave it.

  



  
    
      
    
    
      rows(Fields, Rows, Opts)



        
          
        

    

  


  

      

          -spec rows([field()], [[binary() | null]], opts()) -> [row()].


      


row/3 over every row of a result set.

  



  
    
      
    
    
      server_error(Fields)



        
          
        

    

  


  

      

          -spec server_error(fields()) -> {error, {pgsql_error, fields()}}.


      


Wrap decoded ErrorResponse fields in the tagged form a caller branches on.
1> minato_protocol:server_error(#{code => ~"23505", message => ~"duplicate key"}).
{error,{pgsql_error,#{code => <<"23505">>,message => <<"duplicate key">>}}}

  



  
    
      
    
    
      ssl_response/1



        
          
        

    

  


  

      

          -spec ssl_response(binary()) -> {ok, accepted | rejected | error_response, binary()} | incomplete.


      


Read the server's one byte answer to SSLRequest.
accepted means every later byte on the connection is TLS. rejected means
the server will not do TLS on this connection and the caller decides whether
plaintext is acceptable.
error_response means the server answered with a message rather than a verdict,
which a server too old to know SSLRequest does. The byte is left in the buffer
in that case, so frame/1 reads the whole ErrorResponse next.

  


        

      


  

    
minato_query 
    



      
Running SQL on a connection, in both of the protocol's two query paths.
simple/2 is the simple query protocol: one message, any number of statements,
every value in the text format, and no parameters. query/3 is the extended
protocol: Parse, Describe, Bind, Execute, Sync, with parameters sent
as parameters and results asked for in the binary format wherever minato has a
codec for the type.
Both take a connection and hand one back, because the connection carries the
bytes that have arrived but not been read. A result and a connection to carry on
from is the whole return value:
{ok, #{rows := [{1}]}, Conn1} = minato_query:query(Conn, ~"SELECT $1::int", [1]).
Which formats are asked for
Describe says what the parameter types are and what the result columns are,
and minato_codec:preferred_format/1 turns each of those OIDs into binary for
a type minato has a codec for and text for one it does not. A column of an
extension type therefore still arrives, as its text representation, rather than
failing the query.
RowDescription from a Describe reports every column as text, because the
formats are not chosen until Bind. minato replaces those with what it asked
for before decoding, since believing the description would decode binary bytes
as text on the first integer column.
Errors leave the connection usable
A statement that fails is a normal outcome. {error, {pgsql_error, Fields}, Conn} hands the connection back because the extended protocol says a failed
statement is discarded until Sync, and this module reads on to
ReadyForQuery before returning, so the connection really is ready.
A connection returned in the error tuple is usable. One that is not usable is
not returned: {error, {socket, _}} has no connection in it, because a socket
that failed mid-message leaves the stream at an unknown offset, and there is
nothing to hand back that could be trusted.
What is not here
No transactions and no LISTEN. Both are session state rather than statements,
and both need the connection to be pinned to the caller for longer than one
query, so they belong with the pool that hands connections out.

      


      
        Summary


  
    Types
  


    
      
        conn()

      


    


    
      
        error()

      


        What went wrong.



    


    
      
        opts()

      


        Decoding options, plus how long the statement may run.



    


    
      
        report()

      


        The map carried by an error({minato_query, Report}) exception.



    


    
      
        result()

      


    


    
      
        statement()

      


        A parsed statement on the server, with what it takes and what it returns.



    





  
    Functions
  


    
      
        cached(Conn, Sql, Parameters)

      


        cached/4 with the default decoding options.



    


    
      
        cached(Conn, Sql, Parameters, Opts)

      


        Run a statement, parsing it once per connection and keeping it.



    


    
      
        close/2

      


        Close a prepared statement and free what the server holds for it.



    


    
      
        execute(Conn, Statement, Parameters)

      


        execute/4 with the default decoding options.



    


    
      
        execute(Conn, Statement, Parameters, Opts)

      


        Run a prepared statement.



    


    
      
        prepare(Conn, Name, Sql)

      


        Parse a statement under a name and keep it for the life of the connection.



    


    
      
        query(Conn, Sql, Parameters)

      


        query/4 with the default decoding options.



    


    
      
        query(Conn, Sql, Parameters, Opts)

      


        Run one statement with parameters, through the extended protocol.



    


    
      
        simple(Conn, Sql)

      


        simple/3 with the default decoding options.



    


    
      
        simple(Conn, Sql, Opts)

      


        Run one or more statements through the simple query protocol.



    





      


      
        Types


        


  
    
      
    
    
      conn()



        
          
        

    

  


  

      

          -type conn() :: minato_conn:conn().


      



  



  
    
      
    
    
      error()



        
          
        

    

  


  

      

          -type error() :: minato_conn:error().


      


What went wrong.
Every failure here comes from the connection layer or from the server. A
parameter count that does not match raises instead of being returned, because it
is a bug in the caller rather than a condition to branch on.

  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          -type opts() ::
          #{timeout => timeout(),
            return_rows_as_maps => boolean(),
            column_name_as_atom => boolean(),
            uuid_format => string | binary,
            datetime_format => datetime | microseconds,
            numeric_format => binary | float}.


      


Decoding options, plus how long the statement may run.
#{timeout => timeout(),
  return_rows_as_maps => boolean(),
  column_name_as_atom => boolean(),
  uuid_format => string | binary,
  datetime_format => datetime | microseconds,
  numeric_format => binary | float}
Everything but timeout is passed to minato_protocol unchanged. timeout
becomes a deadline on the statement: when it expires the statement is cancelled
on the server rather than abandoned, and comes back as 57014 with the
connection still usable. It defaults to the connection's own read timeout, so a
statement that outlives that costs a statement rather than a connection. See
minato_conn:deadline/2.

  



  
    
      
    
    
      report()



        
          
        

    

  


  

      

          -type report() :: #{message := term(), reason := term(), data := term()}.


      


The map carried by an error({minato_query, Report}) exception.

  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          -type result() :: minato_protocol:result().


      



  



  
    
      
    
    
      statement()



        
          
        

    

  


  

      

          -opaque statement()


      


A parsed statement on the server, with what it takes and what it returns.
Belongs to the connection it was prepared on: a name is only meaningful to the
session that parsed it, so a statement cannot be carried to another connection.

  


        

      

      
        Functions


        


  
    
      
    
    
      cached(Conn, Sql, Parameters)



        
          
        

    

  


  

      

          -spec cached(conn(), iodata(), [term()]) ->
                {ok, result(), conn()} | {error, error(), conn()} | {error, error()}.


      


cached/4 with the default decoding options.

  



  
    
      
    
    
      cached(Conn, Sql, Parameters, Opts)



        
          
        

    

  


  

      

          -spec cached(conn(), iodata(), [term()], opts()) ->
                {ok, result(), conn()} | {error, error(), conn()} | {error, error()}.


      


Run a statement, parsing it once per connection and keeping it.
The same SQL on the same connection costs one round trip after the first, which
is what query/3 cannot do: it parses unnamed every time, because it has
nowhere to keep anything. A pooled caller gets a different connection each time
and would pay the parse on each of them; a connection that keeps its statements
pays it once per connection instead.
The cache is the connection's, bounded by prepared_statements in
minato_conn:opts/0, and a connection that is full runs anything new unnamed.
A workload with unbounded distinct SQL therefore gets the uncached path rather
than an unbounded pile of parsed statements in the backend.
A cached plan the server stops accepting
Changing a table under a prepared statement makes PostgreSQL refuse it with
0A000, because the result type it was planned for is not the one it would
return now. That is not an error the caller can do anything with, so it is not
returned: the statement is dropped from the cache, parsed again, and run once
more. A second 0A000 is a real failure and is returned.

  



  
    
      
    
    
      close/2



        
          
        

    

  


  

      

          -spec close(conn(), statement()) -> {ok, conn()} | {error, error(), conn()} | {error, error()}.


      


Close a prepared statement and free what the server holds for it.
A connection that is handed back to a pool with a hundred one-off named
statements on it is a connection leaking server memory for the rest of its life.

  



  
    
      
    
    
      execute(Conn, Statement, Parameters)



        
          
        

    

  


  

      

          -spec execute(conn(), statement(), [term()]) ->
                 {ok, result(), conn()} | {error, error(), conn()} | {error, error()}.


      


execute/4 with the default decoding options.

  



  
    
      
    
    
      execute(Conn, Statement, Parameters, Opts)



        
          
        

    

  


  

      

          -spec execute(conn(), statement(), [term()], opts()) ->
                 {ok, result(), conn()} | {error, error(), conn()} | {error, error()}.


      


Run a prepared statement.
Raises error({minato_query, t:report/0}) when the number of parameters does
not match what the statement was described as taking. That is a bug in the
caller rather than a condition to branch on: the server would refuse it too, a
round trip later and with a worse message.
The connection is put back to ready before the exception is raised, with a
Sync and a read to ReadyForQuery. Raising in the middle of an extended query
cycle would otherwise leave a connection that is only good for closing, which is
a heavy price for what is usually a typo.

  



  
    
      
    
    
      prepare(Conn, Name, Sql)



        
          
        

    

  


  

      

          -spec prepare(conn(), binary(), iodata()) ->
                 {ok, statement(), conn()} | {error, error(), conn()} | {error, error()}.


      


Parse a statement under a name and keep it for the life of the connection.
The describe round trip happens here rather than on every execute/3, which is
the point: a statement run in a loop costs one round trip a time.
The name is the caller's. Reusing one replaces what it named, and close/2
gives it back.

  



  
    
      
    
    
      query(Conn, Sql, Parameters)



        
          
        

    

  


  

      

          -spec query(conn(), iodata(), [term()]) ->
               {ok, result(), conn()} | {error, error(), conn()} | {error, error()}.


      


query/4 with the default decoding options.

  



  
    
      
    
    
      query(Conn, Sql, Parameters, Opts)



        
          
        

    

  


  

      

          -spec query(conn(), iodata(), [term()], opts()) ->
               {ok, result(), conn()} | {error, error(), conn()} | {error, error()}.


      


Run one statement with parameters, through the extended protocol.
The statement is parsed unnamed, so it is replaced by the next one and nothing
accumulates on the server. A statement that will run again belongs in
prepare/3, which parses it once and keeps it.
Two round trips: Parse and Describe have to be answered before the
parameters can be encoded, because their types are the server's to decide.
That is the price of not guessing them, and prepare/3 pays it once.

  



  
    
      
    
    
      simple(Conn, Sql)



        
          
        

    

  


  

      

          -spec simple(conn(), iodata()) -> {ok, [result()], conn()} | {error, error(), conn()} | {error, error()}.


      


simple/3 with the default decoding options.

  



  
    
      
    
    
      simple(Conn, Sql, Opts)



        
          
        

    

  


  

      

          -spec simple(conn(), iodata(), opts()) ->
                {ok, [result()], conn()} | {error, error(), conn()} | {error, error()}.


      


Run one or more statements through the simple query protocol.
Answers with one result per statement, in order, which is why this is the only
function here that returns a list. Every value comes back in the text format,
because the simple query protocol has nowhere to ask for anything else.
There are no parameters. A value pasted into the SQL is an injection waiting to
be found, so anything with a value in it belongs in query/3.

  


        

      


  

    
minato_codec_array 
    



      
Codec for array types.
Internal to minato. The supported surface is minato_codec.
Wire format
The binary representation is a header followed by one length prefixed value per
element, in row-major order:
int32   ndim          number of dimensions, 0 for an empty array
int32   flags         bit 0 set when any element is NULL
uint32  element_oid   the type OID of the elements
        per dimension:
int32     size        number of elements along that dimension
int32     lower_bound index of the first element, 1 by default
        per element:
int32     length      byte length, or -1 for NULL
bytes     value       absent when the length is -1
An empty array carries ndim = 0 and no dimension headers at all.
The text representation is {1,2,3}, with {} for empty, an unquoted NULL
for a null element, and {{1,2},{3,4}} for nesting. Elements are quoted with
" when they are empty, when they would read as the literal NULL, or when
they contain a brace, a comma, a quote, a backslash or whitespace; inside
quotes, " and \ are backslash escaped. A leading [1:3]= dimension prefix
is skipped when decoding and never produced when encoding.
Erlang representation
Arrays are plain lists.
Encoding always produces a one dimensional array with a lower bound of 1.
A nested list is not treated as a nested array: it is handed to the element
codec, so [[1,2]] encodes as an _int8 only if the element codec accepts
[1,2], which it does not. This is deliberate. For _text a list is valid
iodata(), so guessing at nesting would silently change the meaning of a list
of strings.
Decoding handles any number of dimensions, returning nested lists in
row-major order, so a 2 by 2 array decodes to [[1,2],[3,4]]. Such a value
cannot be encoded back without flattening it first.
Lower bounds are not represented in the Erlang term. An array with a lower bound
other than 1 decodes to the same list as one with a lower bound of 1.
The element type OID in the binary header is written when encoding and ignored
when decoding: the element type follows from the array type OID, which is the
only thing the text format carries as well.

      


      
        Summary


  
    Functions
  


    
      
        decode/4

      


        Decode Format array wire bytes for the given array type OID.



    


    
      
        encode/4

      


        Encode a list to Format array wire bytes for the given array type OID.



    





      


      
        Functions


        


  
    
      
    
    
      decode/4



        
          
        

    

  


  

      

          -spec decode(minato_oid:oid(), binary(), minato_codec:format(), minato_codec:opts()) ->
                [minato_codec:value()].


      


Decode Format array wire bytes for the given array type OID.

  



  
    
      
    
    
      encode/4



        
          
        

    

  


  

      

          -spec encode(minato_oid:oid(), term(), minato_codec:format(), minato_codec:opts()) -> iodata().


      


Encode a list to Format array wire bytes for the given array type OID.

  


        

      


  

    
minato_codec_datetime 
    



      
Codecs for date, time, timestamp and timestamptz.
Internal to minato. The supported surface is minato_codec.
Wire formats
PostgreSQL has compiled with 64 bit integer timestamps since version 10, and
the floating point build was removed, so the binary representations are:
	date: int32 days relative to 2000-01-01.
	time: int64 microseconds since midnight.
	timestamp and timestamptz: int64 microseconds relative to
2000-01-01T00:00:00. timestamptz is always UTC on the wire; the server
converts to and from the session time zone at the text boundary only.

The reserved values infinity and -infinity are the maximum and minimum of
the signed integer for the type.
Erlang representation
date decodes to {Year, Month, Day}, the shape of calendar:date/0.
time, timestamp and timestamptz decode according to the datetime_format
option:
	datetime (the default) gives {Hour, Minute, Second} for time and
{{Year, Month, Day}, {Hour, Minute, Second}} for the two timestamp types.
Second is an integer, so sub-second precision is discarded. It is
discarded by flooring, never by truncating towards zero, so the mapping stays
monotonic across the epoch: 1999-12-31T23:59:59.5 decodes to 23:59:59 and not
to 1999-12-31T23:59:60 or 2000-01-01T00:00:00.
	microseconds is lossless. time gives an integer count of microseconds
since midnight; timestamp and timestamptz give an integer count of
microseconds since the Unix epoch, directly comparable with
os:system_time(microsecond).

Encoding accepts either shape whatever the option says, because the option only
governs what decoding produces. An integer passed to timestamp or
timestamptz is read as microseconds since the Unix epoch, and an integer
passed to time as microseconds since midnight.
infinity and neg_infinity are accepted and produced by date, timestamp
and timestamptz in both directions.
Years are astronomical: year 0 is 1 BC. The binary format handles them, but
PostgreSQL writes text dates before year 1 with a BC suffix in a different
numbering, so decoding such a text value raises rather than guess.

      


      
        Summary


  
    Functions
  


    
      
        civil_from_days(Days)

      


        The proleptic Gregorian date that is the given number of days from 1970-01-01.



    


    
      
        days_from_civil(Year, Month, Day)

      


        Days from 1970-01-01 for a proleptic Gregorian date, using astronomical year
numbering.



    


    
      
        decode/4

      


        Decode Format wire bytes to a temporal value.



    


    
      
        encode/4

      


        Encode a temporal value to Format wire bytes.



    





      


      
        Functions


        


  
    
      
    
    
      civil_from_days(Days)



        
          
        

    

  


  

      

          -spec civil_from_days(integer()) -> {integer(), integer(), integer()}.


      


The proleptic Gregorian date that is the given number of days from 1970-01-01.

  



  
    
      
    
    
      days_from_civil(Year, Month, Day)



        
          
        

    

  


  

      

          -spec days_from_civil(integer(), integer(), integer()) -> integer().


      


Days from 1970-01-01 for a proleptic Gregorian date, using astronomical year
numbering.
Exported because minato_codec_datetime owns the calendar arithmetic that
date and the timestamp types share.

  



  
    
      
    
    
      decode/4



        
          
        

    

  


  

      

          -spec decode(date | time | timestamp | timestamptz,
             binary(),
             minato_codec:format(),
             minato_codec:opts()) ->
                minato_codec:value().


      


Decode Format wire bytes to a temporal value.

  



  
    
      
    
    
      encode/4



        
          
        

    

  


  

      

          -spec encode(date | time | timestamp | timestamptz, term(), minato_codec:format(), minato_codec:opts()) ->
                iodata().


      


Encode a temporal value to Format wire bytes.

  


        

      


  

    
minato_codec_numeric 
    



      
Codec for numeric.
Internal to minato. The supported surface is minato_codec.
Wire format
The binary representation is a header of four int16 fields followed by
ndigits further int16 values:
int16  ndigits   how many base-10000 digits follow
int16  weight    base-10000 exponent of the first digit
int16  sign      0x0000 positive, 0x4000 negative,
                 0xC000 NaN, 0xD000 Infinity, 0xF000 -Infinity
int16  dscale    how many decimal digits are displayed after the point
int16  digits[]  each 0..9999, most significant first
The value is digits[0] * 10000^weight + digits[1] * 10000^(weight-1) + ...,
signed, and displayed with exactly dscale digits after the decimal point.
Zero is ndigits = 0 with a positive sign. The special values carry no digits.
Erlang representation
numeric decodes to a binary decimal string, never to a float: the point of
the type is that it is exact, and float would throw that away. dscale is
preserved as trailing zeros, so 123.4500 decodes to ~"123.4500" and not to
~"123.45".
The special values decode to the atoms nan, infinity and neg_infinity.
Encoding accepts a binary decimal string (with an optional exponent, as
PostgreSQL itself accepts), an integer, a float, or one of the three atoms.
A float is converted through its shortest round-tripping decimal form, so it
encodes the value the float actually holds. Floats are accepted for
convenience but never produced, because decoding one would defeat the type.
Negative zero normalises to positive zero, as it does on the server.

      


      
        Summary


  
    Functions
  


    
      
        decode/4

      


        Decode Format wire bytes to a numeric value.



    


    
      
        encode/4

      


        Encode a numeric value to Format wire bytes.



    





      


      
        Functions


        


  
    
      
    
    
      decode/4



        
          
        

    

  


  

      

          -spec decode(numeric, binary(), minato_codec:format(), minato_codec:opts()) ->
                binary() | float() | nan | infinity | neg_infinity.


      


Decode Format wire bytes to a numeric value.
An exact decimal binary, unless numeric_format => float asks for a float. See
minato_codec for why the exact form is the default.

  



  
    
      
    
    
      encode/4



        
          
        

    

  


  

      

          -spec encode(numeric, term(), minato_codec:format(), minato_codec:opts()) -> iodata().


      


Encode a numeric value to Format wire bytes.

  


        

      


  

    
minato_codec_scalar 
    



      
Codecs for the scalar types that are not temporal and not numeric:
bool, bytea, int2, int4, int8, float4, float8, text, varchar,
json, jsonb and uuid.
Internal to minato. The supported surface is minato_codec.
Wire formats
	bool is one byte, 0 or 1, in binary, and t or f in text.
	bytea is the raw bytes in binary. In text it is the hex output format,
a \x prefix followed by hex digits; the older escape format is accepted
when decoding but never produced.
	The integers are big-endian two's complement of 2, 4 and 8 bytes.
	float4 and float8 are big-endian IEEE 754.
	text, varchar and json are the raw encoded bytes in both formats, which
for a connection using client_encoding = UTF8 means UTF-8. minato does not
validate the encoding; the server rejects what it will not accept.
	jsonb in binary is a single version byte, currently 1, followed by the JSON
text. In text it is the JSON text alone.
	uuid is the 16 raw bytes in binary and the 36 character hyphenated form in
text.

Erlang representation
Strings, json and bytea are binaries when decoded and accept any iodata()
when encoded.
jsonb is not parsed. It decodes to the JSON document as a binary, with the
version byte removed, and encodes from JSON iodata(). Callers that want terms
run json:decode/1 and json:encode/1 themselves, which keeps the choice of
JSON representation with the caller and keeps the codec free of a JSON parser.
float4 and float8 decode to a float, or to nan, infinity or
neg_infinity, because the BEAM has no float value for those three. The same
three atoms are accepted when encoding. nan encodes to the quiet NaN, which
is what PostgreSQL itself emits and what IEEE 754 recommends; a signalling NaN
can trap on hardware that honours the distinction.
A float4 decoded from text is narrowed to float4 precision, so that the
same value read in either wire format gives the same term. PostgreSQL prints a
float4 with only the digits a float4 needs, and reading those digits as a
double gives a number no float4 holds.
In the text format PostgreSQL prints a float in its shortest round-tripping
form, which for many values carries no decimal point at all: 0, 1e+30,
1e-30. binary_to_float/1 rejects every one of those, so the text decoder
supplies the missing point before parsing.
uuid decoding is governed by the uuid_format option: string, the default,
gives the 36 character hyphenated lowercase binary, and binary gives the 16
raw bytes. Encoding always accepts all three input forms: 16 raw bytes, 32 hex
characters, or the 36 character hyphenated form, in either case.

      


      
        Summary


  
    Functions
  


    
      
        decode/4

      


        Decode Format wire bytes to a scalar value.



    


    
      
        encode/4

      


        Encode a scalar value to Format wire bytes.



    





      


      
        Functions


        


  
    
      
    
    
      decode/4



        
          
        

    

  


  

      

          -spec decode(minato_oid:name(), binary(), minato_codec:format(), minato_codec:opts()) ->
                minato_codec:value().


      


Decode Format wire bytes to a scalar value.

  



  
    
      
    
    
      encode/4



        
          
        

    

  


  

      

          -spec encode(minato_oid:name(), term(), minato_codec:format(), minato_codec:opts()) -> iodata().


      


Encode a scalar value to Format wire bytes.

  


        

      


  

    
minato_protocol_backend 
    



      
Decoders for the messages a PostgreSQL server sends to a client.
Internal to minato. The supported surface is minato_protocol.
A payload reaches this module only once every byte of it has arrived, because
the framer in minato_protocol reads the length first and holds a short
message back. A payload that is complete and still does not fit its documented
format raises error({minato_protocol, minato_protocol:report()}).
BackendKeyData is kept
The process ID and secret key a server sends at startup are the whole of what
CancelRequest needs. Discarding them costs nothing at the time and makes
query cancellation impossible for the life of the connection, so they are
decoded and handed on.
Command tags become atoms
CommandComplete carries a tag such as SELECT 5 or CREATE TABLE, and it is
turned into {select, 5} and {create, table}. The atoms are safe to create
from server bytes because the tag vocabulary is compiled into the server: a
tag is chosen from a fixed list by the command that ran, and no query can put a
new word in it.
That argument covers a server behaving as documented and nothing else, so it
does not decide what happens to bytes that are not a tag. A word of more than
255 bytes, or one that is not valid UTF-8, is refused as a malformed message.
Left to binary_to_atom/2 the first would raise system_limit and the second
badarg, which would let whatever is on the far end of the socket choose an
exception outside minato's own shape.
The four tags every workload actually ends on are matched whole, because the
general path splits the tag into a list, lowercases a copy of each word and
looks each one up in the atom table, and that is a surprising amount of work to
find out that a SELECT selected.
Unrecognised messages
A type byte minato does not model decodes to {unsupported, Type, Payload}.
Every backend message is length prefixed, so an unmodelled one can be stepped
over without the stream losing its place, and a caller that cares can look at
it. An unrecognised ErrorResponse field type is discarded instead, which is
what the protocol documentation asks of a client.

      


      
        Summary


  
    Functions
  


    
      
        decode/2

      


        Decode one backend message from its type byte and its complete payload.



    





      


      
        Functions


        


  
    
      
    
    
      decode/2



        
          
        

    

  


  

      

          -spec decode(byte(), binary()) -> minato_protocol:backend().


      


Decode one backend message from its type byte and its complete payload.

  


        

      


  

    
minato_protocol_frontend 
    



      
Encoders for the messages a client sends to a PostgreSQL server.
Internal to minato. The supported surface is minato_protocol.
Shape
Every message but three is a type byte, a 32 bit length and a payload. The
length counts itself and the payload but not the type byte, which is why every
encoder here adds four to the payload size.
StartupMessage, SSLRequest and CancelRequest carry no type byte, because
they are sent before the connection has agreed what version of the protocol it
is speaking. A server tells them apart by the 32 bit code that follows the
length: 196608 for protocol 3.0, 80877103 to ask for TLS, and 80877102 to
cancel a query on another connection.
Payloads
Strings are null terminated. Counted sequences carry a 16 bit count first.
Parameter values in Bind carry a 32 bit length each, and a length of -1 is
NULL, which is why null is a parameter value rather than an empty binary. The
SASL data in SASLInitialResponse is written the same way, and -1 there means
the mechanism sent no data at all.
Format codes are 0 for text and 1 for binary. Bind takes them as lists, and
the protocol reads the length of those lists: an empty list means every value
is text, a single element applies to every value, and any other length has to
match the number of values.
What is not enforced
An encoder writes the message it is given. It does not check that
StartupMessage names a user, that a Bind has as many parameters as the
statement was parsed with, or that a portal exists. Those belong to whatever
drives the exchange, which knows the session; this module only knows bytes.

      


      
        Summary


  
    Functions
  


    
      
        encode/1

      


        Encode one frontend message.



    





      


      
        Functions


        


  
    
      
    
    
      encode/1



        
          
        

    

  


  

      

          -spec encode(minato_protocol:frontend()) -> iodata().


      


Encode one frontend message.

  


        

      


  

    
minato_saslprep 
    



      
SASLprep (RFC 4013) preparation of a password, as far as OTP can carry it.
SCRAM hashes Normalize(password) rather than the password, so a client that
normalises differently from the server derives a different key and fails against
a verifier the server itself computed. This module exists to agree with
PostgreSQL, not to be a general stringprep library.
What is handled
RFC 4013 is a profile of stringprep (RFC 3454) and runs in four steps. Three of
them are here:
	Mapping. The "commonly mapped to nothing" characters of table B.1 are
removed, and the non-ASCII space characters of table C.1.2 become SPACE
(U+0020). B.1 is applied first, which settles U+200B ZERO WIDTH SPACE: it is
listed in both tables, and removal is what the wider profile family does
with it.

	Normalisation. Unicode NFKC, through unicode:characters_to_nfkc_list/1.

	Prohibited output. Every character of tables C.1.2, C.2.1, C.2.2, C.3,
C.4, C.5, C.6, C.7, C.8 and C.9 is rejected. The check runs after
normalisation, because NFKC can produce characters the input did not hold.
Those tables overlap each other, and a character in more than one of them is
reported under the first that claims it, so the name in a reason/0 says
which rule caught it and not that it was the only applicable rule.
Running the check on the output rather than the input is what RFC 3454
section 7 orders, and it has a consequence worth knowing: a prohibited
character that normalisation replaces is never seen by this step. U+0340
COMBINING GRAVE TONE MARK is prohibited by table C.8 and decomposed by NFKC
to U+0300, which is not, so a password holding one is accepted with the
substitution made. That is the specified behaviour and not a hole: the
character has gone.


Printable ASCII, which is what almost every password is, takes none of those
branches: nothing in it is mapped, NFKC is the identity on it, and nothing in it
is prohibited, so the bytes come back exactly as they went in. Control
characters are the one ASCII case not passed through, and table C.2.1 prohibits
them rather than this module ignoring them.
What is not handled
	The bidirectional check of RFC 3454 section 6. It needs the bidirectional
category of every code point, which is tables D.1 and D.2 of RFC 3454, and OTP
publishes neither. The rule it enforces is that a string mixing right-to-left
and left-to-right characters must not display ambiguously, which is a
presentation property of an identifier. A password is never displayed.
	The unassigned code point check of RFC 3454 table A.1. It is defined
against Unicode 3.2 specifically, while OTP normalises against whatever
version it was built with, so there is no table to check against and no way
to obtain one that would still give the 3.2 answer.

Neither omission can make this module accept a password and derive a different
key from a server that ran the whole algorithm. Both are input rejection rules,
so the only strings they cover are ones that would otherwise have been refused,
and prepare/1 already falls back to the raw bytes for those.
Falling back to the raw password
PostgreSQL documents that it prepares a password with SASLprep as though it were
UTF-8 whatever encoding it is really in, and that "if it is not a legal UTF-8
byte sequence, or it contains UTF-8 byte sequences that are prohibited by the
SASLprep algorithm, the raw password will be used without SASLprep processing,
instead of throwing an error".
That decision is taken on the server when the verifier is stored, so a client
that rejected those passwords instead could not authenticate against a verifier
the server was perfectly happy to write. prepare/1 therefore returns the
untouched input whenever preparation cannot be completed, which reaches the same
bytes the server hashed. normalise/1 reports the reason instead, for callers
and tests that want to see the decision rather than its result.

      


      
        Summary


  
    Types
  


    
      
        reason()

      


        Why a password could not be prepared.



    


    
      
        table()

      


        An RFC 3454 table of prohibited output, under a name for what it holds.



    





  
    Functions
  


    
      
        normalise(Password)

      


        Prepare a password, reporting why when it cannot be done.



    


    
      
        prepare(Password)

      


        Prepare a password for SCRAM, falling back to the raw bytes.



    





      


      
        Types


        


  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          -type reason() :: not_utf8 | {prohibited, table(), char()}.


      


Why a password could not be prepared.
not_utf8 is a byte sequence that is not valid UTF-8. {prohibited, Table, Codepoint} is a character RFC 4013 forbids in output, named for the RFC 3454
table that forbids it.

  



  
    
      
    
    
      table()



        
          
        

    

  


  

      

          -type table() ::
          ascii_control | non_ascii_control | non_ascii_space | private_use | non_character |
          surrogate | inappropriate_for_plain_text | inappropriate_for_canonical_representation |
          change_display_properties | tagging.


      


An RFC 3454 table of prohibited output, under a name for what it holds.

  


        

      

      
        Functions


        


  
    
      
    
    
      normalise(Password)



        
          
        

    

  


  

      

          -spec normalise(binary()) -> {ok, binary()} | {error, reason()}.


      


Prepare a password, reporting why when it cannot be done.
1> minato_saslprep:normalise(~"pencil").
{ok,<<"pencil">>}
2> minato_saslprep:normalise(<<"pen", 7, "cil">>).
{error,{prohibited,ascii_control,7}}
3> minato_saslprep:normalise(<<16#FF>>).
{error,not_utf8}

  



  
    
      
    
    
      prepare(Password)



        
          
        

    

  


  

      

          -spec prepare(binary()) -> binary().


      


Prepare a password for SCRAM, falling back to the raw bytes.
1> minato_saslprep:prepare(~"pencil").
<<"pencil">>
2> minato_saslprep:prepare(<<"a", 16#C2, 16#A0, "b">>).
<<"a b">>
Never raises. A password this module cannot prepare comes back exactly as it
arrived, because that is the password PostgreSQL hashed when it stored the
verifier. See the module documentation.

  


        

      


  

    
minato_scram 
    



      
SCRAM-SHA-256 (RFC 5802, RFC 7677) as a pure function of messages.
Bytes in, bytes out. No socket, no process, no state outside the value the
caller threads through the three calls, so the whole exchange can be tested
against the published vectors and against a hostile server without either one.
The exchange
Four messages, three calls:
{ClientFirst, Client} = minato_scram:client_first(~"minato", #{}),
%% send ClientFirst, receive ServerFirst
{ClientFinal, Check} = minato_scram:client_final(ServerFirst, ~"pencil", Client),
%% send ClientFinal, receive ServerFinal
ok = minato_scram:server_final(ServerFinal, Check).
minato_auth drives those calls from the AuthenticationSASL messages the
server sends, and is what a connection uses. This module is the mechanism on its
own.
What the client checks
Authentication is mutual, and both directions are enforced here.
	The server nonce must extend the client nonce. The server answers with the
client's nonce and its own appended. A server that returns something else has
not seen the client's first message, which is what a replay or a
man in the middle looks like, so client_final/3 raises rather than
continuing.
	The server signature must verify. server_final/2 recomputes
ServerSignature and compares it, in constant time, with the value the server
sent. Only a party that holds ServerKey can produce it, so this is what
proves the server is the one that stored the verifier. Skipping the check
leaves a client that will complete a handshake with anybody, which is a
downgrade to no server authentication at all, so a mismatch raises and there
is no option to turn it off.
	The iteration count must be in range. See below.

The iteration count
i decides how much work an offline attack on the stored verifier costs, and
the server chooses it, so a hostile or compromised server can choose badly in
either direction.
The floor is 4096, which is what RFC 7677 says a server SHOULD announce and what
PostgreSQL's scram_iterations defaults to. Below it the derivation is cheaper
to brute force than the specification allows for, and since PostgreSQL will not
put a lower value there by default, a lower value is a signal rather than a
configuration.
The ceiling is 1,000,000, roughly 180ms of PBKDF2 on a current machine and some
240 times PostgreSQL's default. It exists because i is an unbounded number
chosen by the far end and fed straight into a loop: without a ceiling a server
that answers i=2000000000 costs the client minutes of CPU per connection
attempt for free.
Both move with minimum_iterations and maximum_iterations in opts/0, for
a server that is deliberately configured away from the defaults.
The digits are counted before they are parsed, and more than 20 of them are
rejected without being read. Turning a decimal string into an integer costs more
than linear time in its length, so a server that answers with a megabyte of
digits would otherwise be paid for out of the client's CPU before the ceiling
above ever got a number to compare.
Channel binding
channel_binding in opts/0 decides what the gs2 header says, and
binding/0 documents the three forms. {tls_server_end_point, Hash} is the
one that does something: the hash of the server's certificate goes into the
c= field of client-final-message, which is covered by the ClientProof, so
the exchange is tied to the TLS session it happened on.
Without it, SCRAM proves a shared password over whatever channel the client
happens to be on, and a man in the middle holding a certificate the client
accepts can relay the whole exchange and keep the session. With it, the relay
fails: the certificate hash the client bound to is not the one the server sees,
and the server rejects the proof.
y,, is the other half. A client that can bind and is talking to a server that
did not offer -PLUS says so in the header, and a server that did offer it and
receives y knows the mechanism list was tampered with on the way. That is the
downgrade the flag exists to catch, and it only works if the client sets it
honestly.
The hash is the connection layer's to compute, because it comes from the TLS
session; see minato_conn.
What is not an error here
A wrong password is not. The server answers a bad ClientProof with an ordinary
ErrorResponse, which minato_protocol decodes as data for the caller to
branch on. Everything this module raises on is a server that broke the protocol
or failed to prove itself.
Secrets in the state
client/0 never holds the password, which is why client_final/3 takes it
rather than client_first/2. Nothing derived from it survives that call either:
what is carried forward to server_final/2 is the expected ServerSignature
alone, which the server is about to send in the clear anyway. The value is
therefore safe to log, and no scrubbing is needed for one that is not.

      


      
        Summary


  
    Types
  


    
      
        binding()

      


        What to tell the server about channel binding, in the gs2 header.



    


    
      
        client()

      


        A SCRAM exchange in progress.



    


    
      
        opts()

      


        Bounds on the iteration count a server may ask for.



    


    
      
        report()

      


        The map carried by an error({minato_scram, Report}) exception.



    





  
    Functions
  


    
      
        client_final/3

      


        Read the server-first-message and answer it with the client-final-message.



    


    
      
        client_first(Username, Opts)

      


        Build the client-first-message and the state the rest of the exchange needs.



    


    
      
        client_first(Username, Nonce, Opts)

      


        Internal. client_first/2 with the client nonce given rather than generated.



    


    
      
        server_final/2

      


        Verify the server-final-message, which is what authenticates the server.



    





      


      
        Types


        


  
    
      
    
    
      binding()



        
          
        

    

  


  

      

          -type binding() :: none | unoffered | {tls_server_end_point, binary()}.


      


What to tell the server about channel binding, in the gs2 header.
	none is n,,: this exchange is not bound to anything.
	unoffered is y,,: the client can bind and the server did not offer it.
A server that did offer it and receives this has found a man in the middle
stripping the -PLUS mechanism, and fails the exchange, which is the whole
point of the flag.
	{tls_server_end_point, Hash} is p=tls-server-end-point,, followed by the
hash of the server's certificate, which ties this exchange to this TLS
session. See minato_conn for where the hash comes from.


  



  
    
      
    
    
      client()



        
          
        

    

  


  

      

          -opaque client()


      


A SCRAM exchange in progress.
Holds no password and nothing derived from one. See the module documentation.

  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          -type opts() ::
          #{minimum_iterations => pos_integer(),
            maximum_iterations => pos_integer(),
            channel_binding => binding()}.


      


Bounds on the iteration count a server may ask for.
#{minimum_iterations => pos_integer(),
  maximum_iterations => pos_integer()}
Defaulting to 4096 and 1,000,000. See the module documentation for why both
ends are checked.

  



  
    
      
    
    
      report()



        
          
        

    

  


  

      

          -type report() :: #{message := term(), reason := term(), data := term()}.


      


The map carried by an error({minato_scram, Report}) exception.

  


        

      

      
        Functions


        


  
    
      
    
    
      client_final/3



        
          
        

    

  


  

      

          -spec client_final(binary(), binary(), client()) -> {iodata(), client()}.


      


Read the server-first-message and answer it with the client-final-message.
1> {Message, _Check} = minato_scram:client_final(ServerFirst, ~"pencil", Client),
1> iolist_to_binary(Message).
<<"c=biws,r=...,p=...">>
Raises error({minato_scram, t:report/0}) when the server nonce does not extend
the client nonce, when the iteration count is outside opts/0, when the salt
is not base64, when the server asks for a mandatory extension, or when the
message does not parse.
The password is prepared with minato_saslprep before it is salted.

  



  
    
      
    
    
      client_first(Username, Opts)



        
          
        

    

  


  

      

          -spec client_first(binary(), opts()) -> {iodata(), client()}.


      


Build the client-first-message and the state the rest of the exchange needs.
1> {Message, _Client} = minato_scram:client_first(~"minato", #{}),
1> iolist_to_binary(Message).
<<"n,,n=minato,r=ZU1VevH/T4oYMaHeqfcBbLlQCqZ3APDo">>
The nonce is 24 bytes of crypto:strong_rand_bytes/1, base64 encoded, which is
192 bits of entropy in 32 of the printable characters RFC 5802 allows. A nonce
is what stops an answer to an earlier exchange being replayed into this one, so
it comes from the strong generator and never from rand.
The user name goes in n= with = and , escaped as RFC 5802 requires, so
that the message matches the published vectors. PostgreSQL then ignores it and
uses the name from the startup packet instead, which it documents, because
SCRAM requires UTF-8 there and a PostgreSQL user name need not be representable
in it. Nothing therefore depends on this field, and it is passed through rather
than prepared with minato_saslprep: preparing it could only change bytes the
server does not read.

  



  
    
      
    
    
      client_first(Username, Nonce, Opts)



        
          
        

    

  


  

      

          -spec client_first(binary(), binary(), opts()) -> {iodata(), client()}.


      


Internal. client_first/2 with the client nonce given rather than generated.
Exported so that the RFC 7677 test vectors, which fix the client nonce, can be
reproduced exactly. A nonce that is not freshly random defeats the entire point
of the exchange, so nothing outside a test may call this.

  



  
    
      
    
    
      server_final/2



        
          
        

    

  


  

      

          -spec server_final(binary(), client()) -> ok.


      


Verify the server-final-message, which is what authenticates the server.
Answers ok, and raises error({minato_scram, t:report/0}) otherwise: on a
ServerSignature that does not match, on the e= form in which a server
reports its own failure, and on a message that does not parse.
The comparison runs in constant time through crypto:hash_equals/2. A byte at a
time comparison would leak how much of a forged signature was right, which is
enough to build the rest of it one byte per attempt.
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